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Security on-chip

« Security for chips is a vital issue for many applications

» Asynchronous techniques are relevant in many ways in
chip security. For instance, dual-rail logic has a natural
advantage when it comes to masking the power
signatures of data, and such asynchronous artefacts as

Leader: Prof. Alex Yakoviev

:[lwww.ncl.ac.uk/eee/research/

Our Mission

MSD Newcastle is dedicated to timely innovations in design technology for

Microelectronics System Design

computational systems and circuits in order to meet the current and future
challenges facing the electronics industry. These include:
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Energy Proportionality

 Energy-harvesting
between supply and consumption
operational constraints in real-time

« Adaptation to power changes should be at all levels of
abstraction, from logic cells to systems

changes the dynamic balance
supply add

metastability may be used to make simple and low-cost

true random number generators on chip.

Random numbers from metastability
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It is possible to use the
internal noise of a

bistable device in
metastability to generate

a stream of bits with a

high level of randomness,
and a frequency of over

100MHz.
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Self-timed physically unclonable functions

e Variability
e Burdens of legacy
e On-chip security

e Energy and power
e Complexity and difficulty of design
e Neural-silicon interfaces

« Asynchronous (self-timed) techniques support more
effective adaptation to Vdd changes via natural
temporal robustness; they also offer better energy
proportionality

« Good energy characterisation of loads (logic, memory,
i/0, RF) is essential for high-quality adaptation

« More theory, models and algorithms are needed for
handling the problem of power-adaptation in run-time

MSD Newcastle is one of the main research groups in the School of EEE:

e 7 academic staff e 7 research staff e 25+ research students

Our expertise:

e Chip design e FPGA prototyping e Design automation

Memory subsystem working under
variable Vdd

Non-deterministically variable Vdd is a characteristic of
EH-powered systems. Computational electronics
including memory subsystems must work under such an
environmental assumption.

Neuro-silicon interface and wireless telemetry system for
neuroscience research
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* 40x power improvements to classical PCAs
« Support 1000-channels on a single-FPGA

of this method.

enable
rouner On-line spike detecti ment, feature extraction and classification Working under variable Vdd
0or1 ke fﬁ::ﬁl PGy Feature space “ture ce 'l:ﬂh'nll:l g Hmﬂ m —
i ¥ jﬂ.ﬂ“ 1 3E T
:I: Fﬂﬂﬂ-ld | -L'«;q-_-;'-.h_q_f_asl llll}x_a-“»_:. —" @ F" g — WReq
enable B -"'-r'l-"' der 4 "lL 1 _.-'f FEI 1_2227"@%‘
counter NEO based !Fllt Projection te featnre .ﬁﬂl‘p'ﬂ'ﬂ.ﬂrﬂl stm ¥ — Precharge | | ——
-ﬂr.'t-lﬂinn Peak alignment - ? ‘ WL | | |
NEO filtered resho : - Principal Points in i =
: S W R S = o I —
‘ s — WAk
. _ _ Feature space f%ggm
PUFs are most frequently used for device authentication. RReq | 1|
The use of self-timed logic addresses some of the inherent . Rack [ | ==
issues in PUFs providing a new level of robustness, entropy Hebbian eigenfitler based principal > i =
and size. This leads to increased resistance to modelling WL—/’} ===
attacks and make real-life efficient designs feasible. This Training to obtaln threshold, principal component, centrolds E | — —
work is a recent collaboration with the Centre for Secure | “Spfo S =
Information Technologies, QUB, as is our joint o = B bar - =
. T - . - Internal External I = time (ws) &
research proposal on variability-driven self-timed security. o o Electromyogrpaphy
Antenna Antenna write read ]
l s . . Time-
Power Bus Zower RFSPowler )| t | bundled
- - - - cavenger upply -
Security with balanced 1-of-n circuits SRAM with
~— — fully SI cell
_ . A = n row of regular SRAM cells timing control 22 bundling
* New de_SIQn _____________________ [q“tempqui \ SN In memory bank with latency unit
flow using _1-  Symthesis : . T Radio bundling cell
of-n encoding Scheduler | Manual Input > 5 B e N [ T
provides more f l X
efficient power- Refinement > 5. pecure P> ADCIMUX b
Stage2 Library Anal
balanced T B - e 8 (S T & T
circuits than i —— — — L ==
Optimization .| Mapping Plugin g Amplifiers | | )
Can be S A (A T R [ e /.1 R ————————— | R———— (|1 |
pI‘OVIded by [Balancec:Layﬂut j ( Priority ) Subcutaneous Y B 1 o' @ BB 020 | ==
dual-rail alone. ‘ N Wires Prototype wireless telemetry system
: al.0 a3.2 a3.2|a2.1 1.0 Aom& dl 0 . I
- New library of ql o w2 0 e [T e 16 simultaneous channels
optimized Xor-hli Xor-i | Xor-h2 Merge * FPGA with analogue modulator
| )\ — 1 atch Electrodes : I
power- of w2 [ ba by I » Wireless power coupling
' I - . .
balanced cells ANDXor ANDXOT ANDXor ANDXor « Silicone encapsulated for |mplantat|on
uses N-nary 1- \_1 f | f
. Dual Dual
of-n logic } | ﬂ {
improves over Xorl 24 Xor-24
dual-rail. o l On-chip condition monitoring and sensing; On-chip communications (NoC, 2D and 3D)

SURE Galois
128 IP core

ARM [

Encoded Logic AES-

5 e

miconductor

lot4

Sponsors, partners and collaborators

School of CS and Institute of Neuroscience, NU
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On-chip reference-free voltage sensing On-chip communications

Voltage sensors which work under variable Vdd do not
have access to reliable references.

Networks on chip, sending and receiving monitoring and control data, 3D, 2D.
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