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transaction-based communication-centric debug
traditional debug architecture & flow and NOC architecture
— distributed shared memory (DSM)
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debug is...

» error localisation when a chip does
not work in its intended application

p difficult due to limited visibility
of the internal behaviour

» debugging first silicon uses
>50% of project time
» unpredictable

» negative impact on
— time to market
— brand image
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communication-centric debug

» processor debug is mature
b system debug complexity resides in the interactions between IP blocks
— multi-processor debug is a challenge

» older interconnects serialised all transactions
— aunigue global communication trace

» latest interconnects allow split, pipelined, concurrent transactions
— N0 unique communication trace
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communication-centric debug

» traditional processor-centric debug
focusses on control of the IP (computation)

» interconnect is the locus of all IP interactions
» we propose to focus debug on the interactions between IPs
through control of the interconnect (communication)
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monitor
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transactions

w

transaction

cmd_valid
P request & response cmd_accept A
» valid/accept handshake cmd_read =
— signal groups emd_ador >§
— data words (elements) cmd_block_sizE o
. . J
» communication types —
yP i =3 wr_valid
— peer-to-peer streaming §- T E
— distributed shared memory = o data |3
— o
wr_last =
- > S -
rd_valid
-
rd_accept g
rd_data >§
rd_last 1
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communication & debug granularities

coarser
granularity
1 1 | 1 | | | >
1 1 1 1 1 1 1 i
clock message (flit) message transaction channel connection
cycle element (request or  (request and (request or (requests and
(write or read response) response) response response channels
data element) between a between a master
master and and all its slaves)

T

finest grain that is
based on handshake

h -
P |

1 slave)
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finest grain that is
based on transactions
required for
distributed shared memory
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debug flow

Program Breakpoint(s)

Optional Functional Reset

Monitor(s) hit
breakpoint?

Switch to Debug Mode
Inspect System State

Switch to Functional Mode

New run or
continue?

[\
Finish
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conventional master network interface

» NI shell FSM implements » NI kernel FSM implements
— protocol (de)serialisation (S) — per-channel QoS
— distributed address map (d) — (de)packetisation

— request/response ordering (i)
— width conversion (not shown)

transactions messages pacLets
(peer-to-peer streaming data)
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conventional slave network interface

» converse for slave shell

paéLeE; messages transactions
(peer-to-peer streaming data)
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SOC architecture
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debug architecture: monitors

]
IPport — «— NIZ

e | 3 NI4
IP port Filllid — —

EDI distributed events from monitors to NI shells (and IP)
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EDI node FSM

reset/ 0O

event/ 0

event/ 1

event/ 1
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debug architecture: test point registers (TPR)

]
IPport — «— NIZ

e | 3 NI4
IP port Filllid — —

debug behaviour is controlled by TPRs

v 7
} A 2008-04-08 NOCS TUDelft



test point registers (TPR)

» control debug behaviour
— link monitors: which conditions to monitor

— NI shells: how to react to incoming events per channel
» operate on test clock

A

W+2

\4

monitor TPR Enable Condition Triggered?

W = width of data (and control) on monitored link.

A

10N+1

v

NI FSM TPR Enable Granularity Condition Quiescent? Continue  IP_stop

Request: Resp. |Request: Resp. |Request: Resp. |Request: Resp. |Request: Resp.
channels;channels|channels;channels|channels;channels|channels;channels|channels;channels

N = Number of Request channels = Number of Response channels.
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NI shell FSM

» stop conditions (s2, s6)
— original_condition and stop_enable and (stop or stop condition)
» modified transitions (f2’, f6’, d7°)
— original_condition and not (stop_enable and (stop or stop_condition))
» continue conditions (c2, c6, c7)
— original_condition and continue
» protocol serialisation
can now be stopped
& resumed
» general recipe for
different protocols
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debug architecture: debug control interconnect
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IPport — «— NIZ

debugger
SW IP port IS P — s

IEEE

: ¢
: v

Device under Debug (SOC)

l
.<

TPRs are controlled by DCI (dedicated asynchronous scan chain)
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debug architecture: scan chains, clock control, etc.

debugger
SW

Master
IP port
1

IEEE

_|1149.1 TAP.

Device under Debug (SOC)

down/upload functional state using DDI (scan chains for structural test)
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debug architecture: software control API

the debug architecture is controlled
using IEEE1149.1 test access port from a PC running debug software

basically can down/upload system state, on the test clock

separate scan chains for debug control/status and functional state

— can modify debug state independently from functional state,
and during functional mode

“high-level” functions to get/set debug state

— reset

— set_bp_monitor <condition>

— set_bp_action <channel> <granularity> <condition>
— get_mon_status <monitor>

— get_ni_status <ni>

— continue: set continue bits in NI TPRs

— synchronise: down/upload entire SOC state
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example

» while the system is running in functional mode
» set breakpoint on value 378 in link monitor
» make channel between master 1 & slave 2 sensitive to events (A)

T 200 o] | Script 1 Example Debue Script

EFllE port ri002_corel_pi b . set_bp top.ROO.M 378
:::er:d_ﬁnd I . set_bp_action {top.NIl.chl} edi
dtl_crel_accept I Y e [ T o ORIy 7]
atl_prnd_read | . . o "
PR Woocoons : while {[get_ni_status NIl ] ne “1111"} {}
ditl_crnel_black_size W fu7 . set_bp.action {mp.NIl.chl} always

dtl_rel_valic 1
dtl_rd_accept ﬂ

dtl_rd_data HAAHRHAK ||xxxxxxxx

: continue {top.NIl.chl}

: continue {top.NIl.chl}
citl_rel_tast I : sc:_bp_action{mp.NIl.Chl} element always

itl_wr_valicd Il

il socet i I . for {set 10} {31{5} {incri} { continue } |
dt_wr_data T e Yota0001r . set bp_action {top.NIl.chl} element edi

dtl_wr_last r continue

. mi_stop_ir [
i -- ri_continue 0 1o 1] 1] i} i il i i
DB live_te_wr_r_1 0000000 f{ooo0000z Yfa0000000 (oono0001 i 0
@ live_te_rd_r_1 0008000 {oosconao Yo0000001 Ya0000000 P |
B 20E  Nishel_TFR

Bl--Mls  continue 0 [E

" . Tz G
NI_stop_enable oarwaa

0 A 1z

G- -Tl=  stop_oranularity
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example

while polling the monitor

after a number of transactions (B)

it triggers and the NI receives a stop event (C)

NI completes ongoing message & ignores next request (D)

v v v v

0 200 o] 7l Script 1 Example Debug Script

=il _p;rt nidz_coret _pi_sk v e l: set_bp top.RO0O.M 378

dtl_clk

B: I : D 2: set bp_action {top.NIl.chl} edi
: :1 : 3: while {[get mon_status top.R00.M] eq “0"} {}

dtl_cmd_read . = : = — = T Ty

) okl — Sl 4: while {[get.ni.status NII [ne "I11117} {};

ditl_crnel_black_size W N 5: set_bp.action {mp.NIl.chl} always

oitl_rd_valid : H : 6: continue {top.NIl.chl}

dtl_rd_accept . .

il vl ata = o 7: continue {mp.NIl.ch]}

citl_rel_tast i 8: sc:_bp_action{mp.NIl.Chl} element always

chtl_uer _valid [ . o . . . ) .

. T | 9: for {seti0} {31{5} {incri} { continue } |

il ur_data — : I{uquuujg Yoooo0oir 10: set bp_action {mp.NIl.chl} element edi

11: continue
O

: 0 1o 0 0 o 0 0 0 0
00000000 | [T Yoooooooo Yooooono1 T
0000000 Yoooooooo Yoooooood Yooooooog IR I
B-:

continue }'[2

stop_condition hE yo

he

stop_enahle

ol ===

hE

stop_granularity
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» after checking that there are no transactions in flight
program NI to single-step mode with message granularity (E)

» and continue (F)

» the NI accepts a single write request (G)

» and contlnue again (read request, H)

B e ] 50 Script 1 Example Debug Script

M1 _cmd_accept veraos PP 1: set_bp top.ROO.M 378

: dﬂd_ﬁnd I G .. H.. 2: set_bp_action {mp.NIl.chl} edi
cil_emel_accept :] £ i | j 3: while {[get _mon_status top.RO0.M] eq “0"'}
ditl_cmd_read : - : PRI - o = |
dtl_cmel_addr REEREER uusuuuum . E Insanuum 4: Wh]lﬂ {ch“‘nl“"'“atu“" NII ] ne “1111 } {}
ditl_crnel_black_size W fu7 : - : - 5: set_bp.action {mp.NIl.chl} always
citl_rel_val H S - 6: continue {top.NIl.chl}
dtl_rd t . . .
dﬂ::d:::i:p HHEHENE "xxxxxxxx : : : |XX’.KXXXX ?' CC‘I-:I'.___]I_]'-[UC {IDP'NII'Ch]}
ctl_re_sst I I I 8: set bp.action]top.NIl.Chl| element alwa
itl_wr _valic Il N - . et . . . . .
e I in o 9: for {seti0} {Slfiﬁ} {incri} { continue } |
dt_wr_data IR e =—Yomoosr + Yoopeoos J 10: set bp_action {top.NIl.chl} element edi
citl_ur_last TR : 11: continue
ri_stop_in [ ] .

- - ni_cantinue 0 = o = fos 0 a I [i [ [

A-- TR live_ts_wr_r_1 00000000 | [T "}T[ﬁu.uuuuuu "}Eu.u.uuuum T
COE-Tme live_tw_rd_r 1 20000000 Jooooonon Yogaooond Yoaaooong IR I
NI_stop_condition e

NI_continue ol JCZ_E_-E —F o

sl SR BT Tar = 2

B -Ml=  stop_oranularity




example

» change debug granularity to word (data element) (I)

» and continue 5 times

— one command and four data handshakes (J, K)

Script 1 Example Debug Script

23

1:

alus

100us

[Tz0us [T40us |1'

set _bp top.ROO.M 378

-ME  stop_enable

IE

2: set _bp.action {top.NIl.chl} edi
X . " .‘:-."I IIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIII Ml Cmd acce I
3: while {[get mon_status top.R00.M] eq “0"'} {} el _ sl P
. : - . . ik LT . . I.l.l
4: while {[get.ni_status NIl Jne “1111"'} {} RS (T : T
5: set_bp.action {mp.NIl.chl} always :
6: continue {top.NIl.chl} “lllw
7: continue {top.NIl.chl} — TRTETED
8: set bp_action{top.NIl.chl} element always cept
9: for {seti0} {$i<5} {incri} { continue } o o 2 - S
10: set bp_action “UPJqILChl}iflCmDTC-Cdi n0zE Yonoooozs fonoonnza AE&MM% .ﬁﬁmmc
1 contione . EEeEmmrcesrwmmereswneem :
' E--m ni_continue o 0 n {0 Yo 1 1 1o fo )
E __,-,l_Ti_ live_tx_wr_r_1 nooooooo II{UDDUDDUI }[uguuguuu }I[UDDUUDD] --------------------------------------------------- m
T poooooon oooooano Yooooooo: Yoooooooo K IR I
Iﬁ-:lj: MIShell_TFF B
BI--M+  continue [E
--|_Fl-p stop_condition hE o
_
-

M= stop_oranularity

ol ===
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example

» change debug sensitivity to EDI only (i.e. no single stepping) (L)
» communication resumes at full speed after continue pulse (M)
» all this time, the rest of the system could have been in functional mode

Script 1 Example Debug Script
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BOUs 10003 TZ0us T40us i

I: set_bp top.ROO.M 378 -
2: set _bp.action {top.NIl.chl} edi :
3: while {[get mon_status top.R00.M] eq “0"'} {} |
4: while {[get.ni_status NIl Jne “1111"'} {} TR (T
5: set_bp.action {mp.NIl.chl} always
6: continue {top.NIl.chl}
7: continue {top.NIl.chl} — M
8: set _bp-action{top.NIl.chl} element always HTTTITTTI
9: for {seti 0} {$i<5} {incri} { continue } | | | | w
0: set bp_action “UP-NJI-CHI} element edi noz8 ¥onooonza ¥onooooza ¥oo000025 Yonooooze - IIIIRT
l: continue :

-<m  ni_continue a 0 ] Yo Yo = {0 %

TR live_tx_wr_r 1 00000000 | [T Yoooooooo Yooooono1 .

-l live_twe_rd_r_1 00000000 Jooooonon Yogaooond Yoaaooong :mm

.
L}
B-E-E-5. 5w w8

-+ continue

-+ stop_condition

-ME  stop_enable

M= stop_oranularity

M1Shell_TF f

[E

hE

NI_stop_condition

IE

ol ===

hE
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conclusions

» debug scope
— per channel (master-slave pair)
— per connection (master with all its slaves)
» debug granularity
— data words (equivalently: valid/accept handshake)
— request/response
— transaction
» all channels can be debugged or not, at any granularity, independently
» required for distributed-shared memory debugging

» debug architecture
— re-uses existing functional & test infrastructures (e.g. scan chains)
— simple programmable building blocks (monitors, TPRS)
— general recipe to modify functional NI shell FSM for debug
— very basic software API
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