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Abstract

The new at-speedon-line IDDQ testingmethodis basedupon the propertiesof a specialclassof

securitycircuits. Thesecircuits implementdual-rail encodingandreturn-to-spacerprotocol,wherethe

spaceris either all-zeroesor all-ones. The alternatingspacersof different polarity guaranteethat all

wiresswitchoncewithin eachclock cycle, thusmakingenergy consumedwithin a clock cycle indepen-

dentfrom dataprocessed.This propertyearlierusedfor securitypurposesis now exploited in orderto

separatethe transientcurrentfrom the quiescentcurrent,thusmakingit possibleto measurethe latter

undernormaloperation.Power signaturesareanalysedin the frequency domainandthefault signature

�ltration methodis proposed.Theproposedmethodcanbeusedin bothproduction,whereit coversall

interconnectstuck-atfaultsin just two clockperiods;andon-linetesting,whereit guaranteesthebounded

andshortperiodof self-testindependentfrom data.Fromsecuritypointof view, it directlydetectsaside

channelcreatedundera fault injectionattack.

Index Terms: On-line testing, IDDQ testing,dual-rail encoding,hardware security, hazard-freede-

sign

1 Intr oduction

Secureapplicationssuchassmartcardsrequiremeasuresto resistattacks,e.g.DifferentialPowerAnalysis

(DPA) [1, 2]. Dual-rail encodingprovidesa methodto enhancethesecuritypropertiesof asystemmaking

DPA moredif�cult. As anexample,in thedesigndescribedin [3] theprocessorcanexecutespecialsecure

instructions.Theseinstructionsareimplementedasdual-rail circuits, whoseswitchingactivity is meant

to be independentfrom data. Specialtypesof CMOS logic elementshave beenproposedin [4], but this

low-level approachrequireschanginggatelibrariesandhenceis costly for a standardcell or FPGAuser.

A methodusing balanceddataencodingtogetherwith self-timeddesigntechniqueshasbeenproposed

in [5, 6]. In recentwork [7] a methodintegratedin a standarddesign�o w wasdescribed.Independently,

we proposeda differentmethodstronglylinked to the industryCAD tools andbaseduponsynchronous

dual-railcircuitsoperatingundera specialprotocol[8, 9, 10].

All thesemethodsimprovecertainaspectsof security, butstill suffer from vulnerabilityto faultinjection

attacks.Theideabehinda fault injectionattackis simple: to modify thebehaviour of a circuit sothat the

secretdatabecame“visible” ateithertheunprotectedoutputsor ataside-channelsuchaspowerwaveform

or EMI. In this paperwe arelooking at dataexposurein the form of power supplycurrentvariations.A

particularform of the fault injection attackwe areconcernedwith is the illumination of the die surface

by a thin laserbeam. Sucha beampotentiallycanbe focusedat an individual gate,causingits pull-up
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or pull-down transistorsto “leak” thequiescentcurrent,which is stronglyrelatedto thedataat theoutput

of thegateunderattack.Dependinguponthe intensityof thebeam,the fault mayor maynot changethe

logic behaviour of the circuit. We analysethe “signature”of the power sourcecurrentand�lter out its

quiescentcurrent(IDDQ) component.Theswitchingprotocolthatmakesour circuitssecureis alsoused

in theoptimal�lter for IDDQ signature.

Apart from thesecurityenhancementthemethodprovidesmassivecontrollability by implementinga

specialswitchingprotocol for all gates,andmassiveobservabilityby usingIDDQ testing. I guarantees

that all faultsof the givenclassaredetectedwithin a boundedandvery shortperiodof time. Similar to

traditionalIDDQ testingmethods[11, 12] it alsocoversmany additionalfaults.

Therestof this paperis organisedasfollows: Section2 describestheclassof securitycircuitswe are

dealingwith (asde�ned in [8, 9, 10]), Section3 presentsthenew methodfor on-lineIDDQ testingof these

circuitsandSection4 draws theconclusions.

2 Security circuits

2.1 Return-to-zero dual-rail

Dual-rail codeusestwo rails with only two valid signalcombinationsf 01; 10g, which encodevalues0

and1 respectively. Dual-rail codeis widely usedto representdatain self-timedcircuits[13, 14], wherea

speci�c protocolof switchinghelpsto avoid hazards.Theprotocolallows only transitionsfrom all-zeroes

f 00g, which is anon-codeword, to acodeword andbackto all-zeroesasshown in Figure1(a);thismeans

theswitchingis monotonic.The all-zeroesstateis usedto indicatetheabsenceof data,which separates

onecodeword from another. Suchastateis oftencalledaspacer.

An approachfor automaticconvertingsingle-railcircuitsto dual-rail,usingtheabovesignallingproto-

col, that is easyto incorporatein thestandardRTL-baseddesign�o w hasbeendescribedin [15]. Within

this approach,calledNull-ConventionLogic [16] onecanfollow oneof two majorimplementationstrate-

giesfor logic: oneis with full completiondetectionthroughthedual-rail signals(NCL-D) andtheother

with separatecompletiondetection(NCL-X). The formeroneis moreconservative with respectto delay

dependencewhile the latteroneis lessdelay-insensitive but moreareaandspeedef�cient. For example,

anAND gateis implementedin NCL-D andNCL-X asshown in Figure1(b,c)respectively. NCL meth-

odsof circuit constructionexploit thefactthatthenegationoperationin dual-railcorrespondsto swapping

therails. Suchdual-rail circuitsdo not have negative gates(internalnegative gates,for examplein XOR

elements,arealsoconvertedinto positivegates),hencethey arerace-freeunderany singletransition.

If thedesignobjective is only power balancing(asin our case),onecanabandonthecompletionde-

tectionchannels,relying on timing assumptionsasin standardsynchronousdesigns;thussaving a consid-

erableamountof areaandpower. This approachwasfollowedin [8], consideringthecircuit in a clocked

environment,wheresuchtiming assumptionsweredeemedquite reasonableto avoid any hazardsin the

combinationallogic. Hence,in the clockedenvironmentthedual-rail logic for an AND gateis simply a

pair of AND andORgatesasshown in Figure1(d).

Theabove implementationtechniquescertainlyhelpto balanceswitchingactivity at the level of dual-

rail nodes.Assumingthat the power consumedby onerail in a pair is the sameasin the otherrail, the

overall powerconsumptionis invariantto thedatabits propagatingthroughthedual-railcircuit. However,

thephysicalrealisationof therails at thegatelevel is not symmetric,andexperimentswith thesedual-rail
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Figure1: Singlespacerdual-rail

implementationsshow thatpowersourcecurrentleaksthedatavalues.

An exampleof dual-rail�ip-�op designcanbefoundin [9, 10].

2.2 Alter nating spacerdual-rail protocol

In orderto balancethepowersignaturewe proposeto usetwo spacers[9] (i.e. two spacerstates,f 00g for

all-zeroesspacerandf 11g for all-onesspacer), resultingin adualspacerprotocolasshown in Figure2. It

de�nestheswitchingasfollows: spacer! codeword! spacer! codeword. A possiblere�nementfor this

protocolis thealternatingspacerprotocolshown in Figure2. Theadvantageof thelatteris thatall bitsare

switchedin eachcycleof operation,thusopeningapossibilityfor perfectenergy balancingbetweencycles

of operation.

"0" "1"

code
words

all-zeroes spacer

all-ones spacer

00

0101 10 10

11

Figure2: Alternatingspacerdual-railprotocol
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As opposedto singlespacerdual-rail, wherein eachcycle a particularrail is switchedup anddown

(i.e. the samegatealwaysswitches),in the alternatingspacerprotocolboth rails areswitchedfrom all-

zeroesspacerto all-onesspacerandback. The intermediatestatesin this switchingarecodewords. In

thescopeof theentirelogic circuit, this meansthat for every computationcycle we always�re all gates

forming thedual-railpairs.

Thisprotocolis enforcedby non-standard�ip-�ops asdescribedin [9, 10].

2.3 Alter nating spacerdual-rail circuits

In CMOS a positive gateis usuallyconstructedout of a negative gateandan inverter. Useof positive

gatesis not only a disadvantagefor thesizeof dual-railcircuit, but alsofor thelengthof thecritical path.

Negativegateoptimisationof ourcircuits[8] improvesboththespeedandareametrics.

The alternatingspacerdual-rail circuitsareidentical in their combinationalpart to the return-to-zero

logic, e.g. Figure1(d). The differenceis only in the �ip-�ops [9], which generateall-zeroesspacersin

all odd clock cyclesandall-onesspacersin all even clock cycles. The operationof the AND gateasin

Figure1(d)undersucha protocolis shown in Figure3.

'1'sp0

sp1

'0'

'1' '1'sp0

sp1

'1'sp0

sp1

'0'

T

sp0 sp1data i data j

C
lo

ck
In

pu
t A
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pu

t B
O
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pu

t A
&

B

Alternating spacer protocol period

Figure3: Alternatingspacerdual-railAND-gatein theclockedenvironment

Our securitycircuitsareautomaticallygeneratedby replacingall gatesin a single-railnetlistby their

dual-rail counterparts;this is donefor all �ip-�ops and logic gates. The combinationallogic produced

by sucha replacementcomprisespositive gatesonly (invertersarerepresentedascrossoversbetweenthe
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rails). A usefulpropertyof thepositive logic (regardlessof dataencoding)is thatif all-onesareappliedto

theprimary inputs,thenthey propagateto all wireswithin thecircuit. Thesameis true for theall-zeroes

input pattern.Thus,no provisionsareneededto ensurespacerpropagation.Thenthecombinationallogic

is optimisedw.r.t. negativegatesasillustratedin Figure4 anddescribedin detail in [9].

q

a
b

c

(a)Single-railcircuit

~sp

~sp
b0

b1

a0

a1

c1

c0

q1

q0

~sp
converter

polarity
spacer

(b) Negative gatedual-railcircuit

Figure4: Constructingnegativegatedual-railcircuit

Dottedlines in thesingle-railcircuit, Figure4(a),indicatethefuturepositionof dual-railsignalswith

invertedspacers(dual-raildatais not invertedasthis effect is correctedby rail crossover). Thebaron the

wire is thelocationof aspacerpolarityconverter. Thecircuit in Figure4(b) is theresultof theconversion.

2.4 Energy balancing

In [9] we introducetwo importantsecuritycharacteristicsof energy imbalanceandexposure timewhich in

this paperserveasa baselinefor thetestingmethod.

Energy imbalance(further referredto asimbalance) canbe measuredasthevariationin energy con-

sumedby a circuit processingdifferentdata. If e1 ande2 are the energy consumptionundertwo input

patterns,thenthenumericalvalueof imbalanceis calculatedas:

d =
je1 � e2j
e1 + e2

� 100%

Theimbalancevaluescanbeaslargeas11%for somestandardgatesundercertainoperationalcondi-

tions.

Theexposure timeis thetime duringwhich theimbalancecausedby datais exhibited.

Thealternatingspacerdual-rail circuitshave a nice propertyof theboundedexposuretime, which is

illustratedin Figure5. In thisexperimentweusea2-inputAND elementconvertedto thealternatingspacer

dual-rail circuit, optimisedw.r.t. negative gatesandimplementedin AMS-0.35� technology. The �gure

shows theenergy imbalance,whichoccursfor aboutonehalf of theclock period(2ns).In slower circuits,

suchasthoseusedin smartcards,theupperboundbecomesexactlyonehalf of theclock period.

In this paperwe usethis propertyto separatetherandomeffectsof datafrom theeffectsof a fault.
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Figure5: Exposuretime for thealternatingspacerAND2 gate

3 At-speedIDDQ testing

3.1 Benchmark

The four-bytemultiplier which is a part of AES [17, 18] is chosenasa benchmarkfor our experiments.

It is a combinationalcircuit comprising294 logic gates. In this paperwe restrictourselvesto studyof

combinationalcircuits only, and the main reasonfor this is that we usein our library underoptimised

�ip-�ops baseduponstandardcells. These�ip-�ops will beoptimisedat thetransistorlevel andthis is a

subjectof futurework.

The multiplier implementsthe MixColumn operationin AES, which mapsonecolumnof the input

state(4 by 4 matrix) to a new columnin the outputstate. The multiplier computesoneoutputbyte of

the MixColumns operationbasedon a four byte input. This is doneby consideringeachcolumn as a

polynomialoverGF
�
28

�
andmultiplying it with theconstantpolynomiala(x):

a(x) =
�
f 03gx3 + f 01gx2 + f 01gx + f 02g

�
modulo

�
x4 + 1

�

This meansthat four multipliers areneededto generatea whole columnor reuseof the samemulti-

plier four times. The multiplier alsoimplementsthe InvMixColumnstransformationwherethe constant

polynomialchangesto d(x):

d(x) =
�
f 0B gx3 + f 0Dgx2 + f 09gx + f 0Eg

�
modulo

�
x4 + 1

�

Themultiplier circuit wassynthesisedfrom theOpenCorespeci�cationsby usingSynopsistoolsand

thenconvertedinto dual-railby ourcustomtool describedin [9].
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3.2 IDD signatureof a fault

As our circuits exhibit no long-termimbalance,the power consumptioncurrent(IDD), more precisely

the meanIDD value, is constantfrom one protocol cycle to anotherin absenceof faults. The power

consumptionis de�ned by thetransientcurrents(IDDT) of thegates.If a faultcausingincreasedquiescent

current(IDDQ) occurs,thenthis will beaddedto theIDDT. So,if theIDD increases,this is theindication

of a fault.

Unfortunately, suchanintuitiveideahasits �a ws. First,theIDDT in alargecircuit canbesohighthatit

maybedif�cult to detecttherelativeIDD increasedueto asinglefault. Second,astuck-atfaultchangesthe

logic behaviour of acircuit. In apositive logic circuit, andhencein analternatingspacercircuit, it reduces

switchingactivity. As theswitchingactivity is stronglyrelatedto IDDT, thiseffectmaycompensatefor the

increasein IDDQ. In ourapproachtheseissuesareresolvedby usingoptimal�lters “tuned” to pick up the

IDDQ waveform. The�ltration is possibleasthealternatingspacerprotocolmodulatestheIDDQ of each

singlefault,andthemodulationlaw is known.

Thefault modelwe useincludesall singlestuck-atfaultsat interconnectbetweenlogic gates,i.e. this

is theoutputsinglestuck-atmodel.It will beshown thatmany multiple faultsarealsocovered.

sp0 sp1 sp0 sp1
data i data i+1 data i+2 data i+3

C
lo

ck
ID

D

IDDT s�a�1 IDDQ s�a�0 IDDQ
data IDDQ

protocol cycle j protocol cycle j+1

Figure6: GeneralisedIDD

Figure6 shows the power currentof the dual-rail circuit underthe alternatingspacerprotocol. One

protocol cycle includestwo clock periods. In the �rst period the spaceris all-zeroes(denotedas sp0)

and in the secondperiod it is all-ones(sp1). This is indeedonly true for the spacerpolaritiesat the

primaryinputs/outputs.Theinternalsignals,duetonegativegateoptimisationmayhavetheoppositespacer

polarities.For simplicity, in thefurtherdiscussionwe will assumethatall gatesarepositive,althoughthe

actualexperimentswereconductedusingoptimisedcircuits. Datain eachclock periodis differentandit

is denotedas“data i” to “data i+3”. The IDD plot indicatesfour currentpeaks(transientcurrentIDDT)

per eachprotocolcycle. All peaksaredifferentin shapeandthe areaunderthe graph,they correspond

to four transitionsforming the full protocol cycle (seeFigure 2). One can observe that the transitions

from datainto a spacerareshort. This is due to early propagationeffects,which alwaystake placein
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thesetransitions.Thetransitionsfrom a spacerinto dataarewider andhave distinctshapes.This shapeis

formedby thecomputationsperformedin thelogic gates.Thereis lessroomfor theearlypropagationhere,

however it still may take placedependinguponthe function of the block andthedatavalues.Eachpair

of subsequentspacer-to-dataanddata-to-spacerIDDT peakshave thesameareaundergraphif compared

to thecorrespondingpair within any otherprotocolcycle. This is dueto thepropertiesof thealternating

spacerprotocol. The energiesof the �rst and the secondhalvesof eachprotocolcycle arealsoalmost

identical,at leastin absenceof faults.

If, however, a singlefault occurs,its IDDQ contributesdifferently to thedifferenthalvesof protocol

cycles.As ourfaultmodelincludesonly stuck-atfaultson interconnect,they areguaranteedto beactivated

by eithersp0or sp1spacer. Furthermore,if sp0activatesthefault, thenundersp1it will not beactivated.

The oppositeis also true. Thus, the signatureof a fault is one spaceractivation within eachprotocol

period. Thesecircuitshave thepropertyof massivecontrollability, which providesactivationof all faults

within two subsequentclock periodsregardlessof data.Eachs-a-1fault is activatedby sp0andeachs-a-0

fault is activatedby sp1. The IDDQ currentscorrespondingto the faultsof differentpolaritiesareshown

in Figure6 asdashedlines. The dashedlines denotedas“s-a-1 IDDQ” and“s-a-0 IDDQ” arethe fault

currentsactivatedby thecorrespondingspacers.The label “data IDDQ” correspondsto the fault current

activatedby a datastate.Indeed,undera datastatehalf of wiresin a dual-railcircuit have 1 andtheother

half have 0 values,sothey activatethecorrespondingfaults. Fault activationby data,however, cannotbe

guaranteedin boundedtime,becausethesevaluesaredata-dependentandin generalcaserandom.

Spectralrepresentationof the IDD of our multiplier runningat clock speedof 100MHz andrandom

datais shown in Figure7(a). Thetallestpeakis 200MHz,thefrequency of transitionsirrespective to their

designation.Thefrequency of 100MHzis thesignatureof gateimbalance.Thezerofrequency is themean

valueof IDD. Finally, 50MHz is the frequency of spacersof a particularpolarity, this is wherethe fault

IDDQ is activated.Figure7(b) shows thedifferencebetweenthespectrumswith andwithout a fault. The

fault shows up at 0 and50MHz. The lastdiagramin Figure7(c) shows thesamedifferencein relationto

theabsolutevalueof thespectrumwithout fault. At zerofrequency therelative differenceis 12%(which

is not clearlyseenin this diagram).This indicatesa potentialproblemwith fault detectionby IDD mean

value.At thefrequency 50MHz,however, theincreaseis about180%,which is goodenoughfor driving a

coarsecomparator.

We usetheabove observationsfor a quick evaluationof our ideaonly. So far we werelooking at the

amplitudespectrumonly, whichdoesnot representany informationaboutthephaseof signalcomponents.

As Figure6 shows, thefault IDDQ andtheIDDT take placein differentphasesof theprotocolsequence,

andtheexperimentsdescribedbelow utilise this additionalinformation.

Theprincipleof crosscorrelationis usedin ourapproachin orderto �lter out thefault IDDQ signature.

The top diagramin Figure 8 is a fragmentof the IDD waveform obtainedby Spicesimulationof the

multiplier benchmark,it hasthemeanvaluesubtractedin orderto simplify thefollowing processing.There

were1000clock cyclessimulatedin total andthe�rst protocolcycle wasdiscarded.Thereferencesignal

is de�ned asa sinewave of half clock frequency. Theinitial phaseis chosenso,that themaximumof the

wave approximatelycorrespondsto sp0spacerandtheminimumto sp1spacer(thephaseof thereference

signalin Figure8 correspondsto the time in the IDD plot). Thenthecrosscorrelationbetweenthe IDD

wave andthereferencesignalis calculated(seetheCrossCorrelationplot, no fault, randomdata),andthe

initial phaseof thereferencesignalis adjustedto produce0 crosscorrelationunder0 lag.

The effect of dataon the crosscorrelationdiagramwas investigated.The maximumdeviation from
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(a) IDD frequency spectrumunderfault

(b) spectraldifferencefault – no fault

(c) relative spectraldifference

Figure7: Powersignaturesin thefrequency domain
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the �rst plot is obtainedunderthe dataproducingthe mostasymmetricalIDD waveform (see“No fault,

selecteddata”).

Thena faultwasintroduced.At �rst weplacedthefault at theoutputof thecircuit in orderto have the

minimum impacton the switchingactivity. This producesthe crosscorrelationcurve labelledas“Fault,

small cone” (theconeis a setof thesuccessorgatesof the fault location). At 0 lag thecrosscorrelation

valueis about5.5 timesgreaterthanthemaximumvalueproducedby the“bad” datawithout faults.This

givesa verygoodmargin for fault detection.Thenwe movedthefault closeto theinput of thecircuit (the

third bit in oneoperand),thuscreatingthelargestconewith reducedswitchingactivity. Theresultof this

experimentis labelledas“Fault, largecone”.Theresultof crosscorrelationshowsevengreatervalueof 7

at lag0. Weexplainthiseffectby theIDDT imbalancedueto violationof thealternatingspacerprotocolin

thecone.An interestingobservationis that theswitchingactivity reductionin theconereducesthemean

valueof IDD (frequency zero),but in the sametime introducesmore imbalance,which is goodfor the

proposedfault detectionmethod.In this senseour methodusesnot only thequiescentcurrent,but alsoto

someextentthetransientcurrentto detectfaults.

3.3 Fault modelextension

Althoughwedesignedthemethodfor singlestuck-atfaults,it shouldalsowork for multipleunidirectional

faults. By unidirectionalwe understandall faultsincreasingthe IDDQ duringeithersp0or sp1spacerof

theprotocol.If thefaultsarenotunidirectional,thenthey cancanceltheeffectof eachother. Furthermore,

theanalysisof suchfaultsshouldtake into accounttheir locationw.r.t. theconesgeneratedby them.This

analysisis thesubjectof thefuturework.

We have alsoconducteda preliminaryinvestigationon detectionof parametricfaults. In our setupwe

modeleda leakagefault asa small opentransistor, e.g. 1� pull-up transistorat the outputof an inverter

thatuses2� pull-upand1� pull-down devices.Theeffectof sucha faultcouldbereliably detectedby our

methodproducingtheeffectof aboutone-halfof theshort-circuitfault.

4 Conclusions

The proposedIDDQ methodis applicableto a specialclassof securitycircuits: synchronous,dual-rail,

return-to-spacerprotocolwith alternatingspacerstates.Thedata-independentpowerconsumptionof such

circuitsopensanopportunityfor on-lineapplicationof IDDQ testing.

The methodincludesthe provision of massivecontrollability, i.e. all potential faults are activated

within two clock periods,andmassiveobservability(IDDQ measurement).This canbe useful for both

productiontesting(minimisationof time on testerandminimisationof thenumberof testpins),andon-

line testing. In the on-line testingapplicationthe methodguaranteesa boundedandvery shortself-test

period,independentfrom data,which is differentfrom many otheron-linetestingmethods.Furthermore,

themethodalsodetectsparametric(leakage)faults,whichareoftenusedin attacksonsecuritydevices.In

this sense,theproposedapproachdirectly detectstheinformationleakagethrougha sidechannel.

It wasshown that the increaseof themeanIDD valuedueto a fault cannotbe reliably usedfor fault

detection,becauseof two reasons.First, a stuck-atfault in the given classof circuits reducesswitching

activity and, thus, the transientcurrent. This effect may compensatefor the quiescentcurrentincrease.

Second,thetransientcurrentin largecircuitsis sohigh, thattherelative increasein theoverall currentdue
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to IDDQ is small. In ourexampleit wasonly 12%.

The methodis baseduponthe crosscorrelationoperationandit is closeto the optimal �ltration ap-

proach.It is differentfrom theoptimal�lter asit usesasinewaveasareferencesignal.In theoptimal�lter

it would bea patternmatchingtheshapeof theIDDQ. We believe thatusingsignalsmorecomplex thana

sinewave will signi�cantly increasethecomplexity of the �lter , giving little bene�ts. More experiments

areneededto supportthis statement.

The methodwas appliedto a benchmarkcircuit, which is an importantpart of AES cryptographic

block. Thecircuit comprises294logic gates.It is importantto do morecasestudiesin orderto determine

themaximumsizeof acircuit servedby asinglecurrentsensor. Thedesignof thecurrentsensoritself and

thesignalprocessingpartarethesubjectof futurework.
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