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Abstract

The new at-speedn-line IDDQ testingmethodis baseduponthe propertiesof a specialclassof
securitycircuits. Thesecircuitsimplementdual-rail encodingandreturn-to-spaceprotocol, wherethe
spaceris either all-zeroesor all-ones. The alternatingspacersf different polarity guaranteehat all
wires switchoncewithin eachclock cycle, thusmakingenegy consumeavithin a clock cycle indepen-
dentfrom dataprocessedThis propertyearlierusedfor securitypurposess nowv exploitedin orderto
separatahe transientcurrentfrom the quiescenturrent,thusmakingit possibleto measurehe latter
undernormaloperation.Paver signaturesareanalysedn the frequeng domainandthe fault signature
Itration methodis proposed.The proposednethodcanbe usedin both production,whereit coversall
interconnecstuck-atfaultsin justtwo clock periods;andon-linetesting whereit guaranteethebounded
andshortperiodof self-testindependentrom data.From securitypoint of view, it directly detectsa side
channekreatedunderafaultinjectionattack.

Index Terms: On-line testing, IDDQ testing, dual-rail encoding,hardware security, hazard-freede-
sign

1 Intr oduction

Secureapplicationssuchassmartcardsrequiremeasureto resistattacksg.g. DifferentialPover Analysis
(DPA) [1, 2]. Dual-rail encodingprovidesa methodto enhanceahe securitypropertiesof a systemmaking

DPA moredif cult. As anexample,in thedesigndescribedn [3] the processocanexecutespecialsecure
instructions. Theseinstructionsareimplementedas dual-rail circuits, whoseswitching activity is meant
to be independenfrom data. Specialtypesof CMOS logic elementshave beenproposedn [4], but this

low-level approachrequireschanginggatelibrariesandhenceis costly for a standarccell or FPGAuser

A methodusing balanceddataencodingtogetherwith self-timeddesigntechniqueshasbeenproposed
in [5, 6]. In recentwork [7] a methodintegratedin a standarddesign o w wasdescribed.Independently
we proposeda differentmethodstrongly linked to the industry CAD tools and baseduponsynchronous
dual-railcircuitsoperatingundera specialprotocol([8, 9, 10].

All thesemethodsmprovecertainaspect®f security but still suffer from vulnerabilityto faultinjection
attacks.Theideabehinda faultinjectionattackis simple: to modify the behaiour of a circuit sothatthe
secretdatabecamévisible” ateithertheunprotecteautputsor ata side-channetuchaspowerwaveform
or EMI. In this paperwe arelooking at dataexposurein the form of power supply currentvariations. A
particularform of the fault injection attackwe are concernedwith is the illumination of the die surface
by a thin laserbeam. Sucha beampotentially canbe focusedat an individual gate,causingits pull-up
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or pull-down transistorgo “leak” the quiescenturrent,which is stronglyrelatedto the dataat the output
of the gateunderattack. Dependinguponthe intensity of the beam the fault may or may not changethe
logic behaiour of the circuit. We analysethe “signature” of the power sourcecurrentand Iter out its
quiescenturrent(IDDQ) component.The switchingprotocolthat makesour circuits secures alsoused
in theoptimal Iter for IDDQ signature.

Apart from the securityenhancemerthe methodprovidesmassivecontmollability by implementinga
specialswitching protocolfor all gates,and massiveobservabilityby usingIDDQ testing. | guarantees
thatall faultsof the given classaredetectedwithin a boundedandvery shortperiodof time. Similar to
traditionalIDDQ testingmethodq11, 12] it alsocoversmary additionalfaults.

Therestof this paperis organisedasfollows: Section2 describeghe classof securitycircuitswe are
dealingwith (asde nedin [8, 9, 10]), Section3 presentshenen methodfor on-lineIDDQ testingof these
circuitsandSection4 drawvs the conclusions.

2 Security circuits

2.1 Return-to-zero dual-rail

Dual-rail codeusestwo rails with only two valid signalcombinations 01; 10g, which encodevaluesO
and1 respectiely. Dual-rail codeis widely usedto representatain self-timedcircuits[13, 14], wherea
speci ¢ protocolof switchinghelpsto avoid hazardsThe protocolallows only transitionsfrom all-zeroes
f 00g, whichis anon-codevord, to a codeword andbackto all-zeroesasshovn in Figure1(a); thismeans
the switchingis monotonic. The all-zeroesstateis usedto indicatethe absencef data,which separates
onecodeword from another Sucha stateis oftencalleda spacer

An approactfor automaticconvertingsingle-railcircuitsto dual-rail,usingthe above signallingproto-
col, thatis easyto incorporatein the standardRTL-baseddesign o w hasbeendescribedn [15]. Within
this approachcalledNull-ConventionLogic [16] onecanfollow oneof two majorimplementatiorstrate-
giesfor logic: oneis with full completiondetectionthroughthe dual-rail signals(NCL-D) andthe other
with separateompletiondetection(NCL-X). The formeroneis more conserative with respecto delay
dependencwhile the latter oneis lessdelay-insensitie but moreareaandspeedef cient. For example,
an AND gateis implementedn NCL-D andNCL-X asshawn in Figure1(b,c)respectiely. NCL meth-
odsof circuit constructiorexploit the factthatthe negationoperationin dual-railcorrespondso swapping
therails. Suchdual-rail circuits do not have negative gates(internalnegative gatesfor examplein XOR
elementsarealsocorvertedinto positive gates) hencethey arerace-freaunderary singletransition.

If the designobjective is only power balancing(asin our case),one canabandorthe completionde-
tectionchannelsrelying ontiming assumptiongsin standardsynchronouslesignsthussaving a consid-
erableamountof areaandpower. This approactwasfollowedin [8], consideringhe circuit in a clocked
ervironment,wheresuchtiming assumptionsvere deemedjuite reasonabléo avoid any hazardsn the
combinationalogic. Hence,in the clocked ervironmentthe dual-rail logic for an AND gateis simply a
pairof AND andOR gatesasshavn in Figure1(d).

The above implementatiortechniquesertainlyhelpto balanceswitchingactivity atthelevel of dual-
rail nodes. Assumingthat the power consumedy onerail in a pair is the sameasin the otherrail, the
overall power consumptioris invariantto the databits propagatinghroughthe dual-rail circuit. However,
the physicalrealisationof therails at the gatelevel is not symmetric,andexperimentswith thesedual-rail
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implementationshav thatpower sourcecurrentleaksthe datavalues.
An exampleof dual-rail ip- op designcanbefoundin [9, 10].

2.2 Alter nating spacerdual-rail protocol

In orderto balancethe power signaturewe proposeto usetwo spacerg9] (i.e. two spacestatesf 00g for
all-zemesspacerandf 11g for all-onesspace), resultingin adualspaceprotocolasshavnin Figure2. It
de nestheswitchingasfollows: spacet codeword! spacet codeword. A possiblere nementfor this
protocolis thealternatingspacerprotocolshovn in Figure2. Theadwantageof thelatteris thatall bits are
switchedin eachcycle of operationthusopeninga possibilityfor perfectenegy balancingoetweercycles
of operation.

all-zeroes spacer

— AES%\.\

1@ @

all-ones spacer

Figure2: Alternatingspacedual-rail protocol
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As opposedo single spacerdual-rail, wherein eachcycle a particularrail is switchedup anddown
(i.e. the samegatealways switches),in the alternatingspacerprotocol both rails are switchedfrom all-
zeoesspacerto all-onesspacerandback. The intermediatestatesin this switchingare codewords In
the scopeof the entirelogic circuit, this meansthatfor every computationcycle we always re all gates
forming the dual-rail pairs.

This protocolis enforcedby non-standardp- ops asdescribedn [9, 10].

2.3 Alternating spacerdual-rail circuits

In CMOS a positive gateis usually constructecbut of a negative gateand an inverter Use of positive
gatesis not only a disadwantagefor the sizeof dual-rail circuit, but alsofor thelengthof the critical path.
Negative gateoptimisationof our circuits[8] improvesboththe speedandareametrics.

The alternatingspacerdual-rail circuits areidenticalin their combinationalpartto the return-to-zero
logic, e.g. Figure 1(d). The differenceis only in the ip- ops [9], which generateall-zeroesspacersn
all odd clock cyclesandall-onesspacersn all even clock cycles. The operationof the AND gateasin
Figure1(d) undersucha protocolis shavn in Figure3.

data i sp0 data j spl

X
[&]
9
@)
T
Alternating spacer protocol period
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Figure3: Alternatingspacedual-rail AND-gatein the clockedervironment

Our securitycircuits areautomaticallygeneratedy replacingall gatesin a single-railnetlistby their
dual-rail counterpartsthis is donefor all ip- ops andlogic gates. The combinationallogic produced
by sucha replacementomprisegositive gatesonly (invertersarerepresentedscrosseersbetweerthe
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rails). A usefulpropertyof the positive logic (regardlessf dataencoding)is thatif all-onesareappliedto
the primaryinputs,thenthey propagatdo all wireswithin the circuit. The sameis true for the all-zeroes
input pattern.Thus,no provisionsareneededo ensurespacepropagation Thenthe combinationalogic
is optimisedw.r.t. negative gatesasillustratedin Figure4 anddescribedn detailin [9].

. D ~SP | [o]
2
bosrmcer ‘ D ~sSp

polarity ~Sp

TRl D
CO— | ot/ Mo j><} — do

(a) Single-railcircuit (b) Negative gatedual-railcircuit

Figure4: Constructinghegative gatedual-rail circuit

Dottedlinesin the single-railcircuit, Figure4(a),indicatethe future positionof dual-rail signalswith
invertedspacergdual-raildatais notinvertedasthis effectis correctedoy rail crosseer). Thebaronthe
wire is thelocationof a spaceipolarity corverter Thecircuit in Figure4(b) is theresultof the corversion.

2.4 Energy balancing

In [9] we introducetwo importantsecuritycharacteristicef enegyimbalanceandexposue timewhichin
this papersene asabaselingor thetestingmethod.

Eneigy imbalance(furtherreferredto asimbalanc canbe measuredsthe variationin enegy con-
sumedby a circuit processinglifferentdata. If e; ande, arethe enegy consumptionundertwo input
patternsthenthenumericalvalueof imbalances calculatedas:

d=18_® 1000,
e+ e

Theimbalancevaluescanbe aslargeas11%for somestandardyatesundercertainoperationatondi-
tions.

Theexposuetimeis thetime duringwhich theimbalancecausedy datais exhibited.

The alternatingspacerdual-rail circuits have a nice propertyof the boundedexposuretime, which is
illustratedin Figure5. In this experimentwe usea 2-inputAND elementorvertedto thealternatingspacer
dual-rail circuit, optimisedw.r.t. negative gatesandimplementedn AMS-0.35 technology The gure
shavs the enegy imbalancewhich occursfor aboutonehalf of the clock period(2ns).In slower circuits,
suchasthoseusedin smartcards the upperboundbecomegxactly onehalf of theclock period.

In this paperwe usethis propertyto separatéherandomeffectsof datafrom the effectsof afault.

NCL-EECE-MSD-TR-2004-103/niversityof NewcastleuponTyne 5



A. Bystrov, J.P Murphy: On-lineIDDQ testingof securitycircuits

exposure time

20 =: Energy | l
|
- all zeroes :: code word | all ones
zg¢ | Spacer spacer
T R N B
2.0 1.0n 2.9n 3.0n

time (s )

(a) Alternatingspaceiprotocol

Figure5: Exposurdime for thealternatingspacelAND2 gate

3 At-speedIDDQ testing

3.1 Benchmark

The four-byte multiplier which is a part of AES [17, 18] is chosenasa benchmarkor our experiments.
It is a combinationalcircuit comprising294 logic gates. In this paperwe restrictoursehesto study of

combinationalcircuits only, and the main reasonfor this is that we usein our library underoptimised
ip- ops baseduponstandarctells. Theseip- ops will be optimisedat the transistorlevel andthisis a

subjectof futurework.

The multiplier implementsthe MixColumn operationin AES, which mapsone column of the input
state(4 by 4 matrix) to a new columnin the outputstate. The multiplier computesone output byte of
the MixColumns operationbasedon a four byte input. This is doneby consideringeachcolumnasa
polynomialover GF 28 andmultiplying it with the constanpolynomiala(x):

a(x) = f03gx®+ f0Igx? + f0lgx + f02g modulo x*+ 1

This meansthat four multipliers are neededo generatea whole columnor reuseof the samemulti-
plier four times. The multiplier alsoimplementsthe InvMixColumnstransformationvherethe constant
polynomialchangego d(x):

d(x) = foBgx®+ fODgx?+ f09x + fOEg modulo x*+ 1

The multiplier circuit wassynthesisedrom the OpenCorespeci cationsby using Synopsigoolsand
thencorvertedinto dual-railby our customtool describedn [9].
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3.2 1DD signature of a fault

As our circuits exhibit no long-termimbalance the power consumptioncurrent(IDD), more precisely
the meanIDD value, is constantfrom one protocol cycle to anotherin absenceof faults. The power
consumptions de ned by thetransientturrentgIDDT) of thegates.If afaultcausingncreasedjuiescent
current(IDDQ) occurs thenthiswill beaddedto thelDDT. So,if thelDD increasesthisis theindication
of afault.

Unfortunatelysuchanintuitiveideahasits aws. First,thelDDT in alargecircuit canbesohighthatit
maybedif cult to detectherelative IDD increasalueto asinglefault. Secondastuck-afaultchangeshe
logic behaviour of acircuit. In apositive logic circuit, andhencen analternatingspacercircuit, it reduces
switchingactiity. As theswitchingactity is stronglyrelatedto IDDT, this effect maycompensatéor the
increasen IDDQ. In ourapproactthesessuesareresohedby usingoptimal Iters “tuned”to pick up the
IDDQ waveform. The ltration is possibleasthe alternatingspaceiprotocolmodulateghe IDDQ of each
singlefault,andthe modulationlaw is known.

Thefault modelwe useincludesall singlestuck-atfaultsat interconnecbetweenogic gatesi.e. this
is the outputsinglestuck-atmodel. It will be shavn thatmary multiple faultsarealsocovered.

X
(&)
9
O J
IDDT
sallDDQ sa0IDDQ
— \\- data IDDQ
a
a

sp0

Figure6: GeneralisedDD

spl

sp0

spl

data i data i+1 data i+2 data i+3

protocol cycle j protocol cycle j+1

Figure 6 shows the power currentof the dual-rail circuit underthe alternatingspacerprotocol. One
protocol cycle includestwo clock periods. In the rst periodthe spaceris all-zeroes(denotedas sp0)
andin the secondperiodit is all-ones(spl). This is indeedonly true for the spacerpolaritiesat the
primaryinputs/outputsTheinternalsignals dueto negative gateoptimisatiormayhavetheoppositespacer
polarities. For simplicity, in the further discussiorwe will assumehatall gatesarepositive, althoughthe
actualexperimentsvere conductedising optimisedcircuits. Datain eachclock periodis differentandit
is denotedas“datai” to “datai+3”. TheIDD plot indicatesfour currentpeaks(transientcurrentiDDT)
per eachprotocolcycle. All peaksaredifferentin shapeandthe areaunderthe graph,they correspond
to four transitionsforming the full protocol cycle (seeFigure 2). One can obsene that the transitions
from datainto a spacerare short. This is dueto early propagatioreffects, which alwaystake placein
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thesetransitions.The transitionsfrom a spaceiinto dataarewider andhave distinctshapesThis shapeis
formedby thecomputationperformedn thelogic gates.Thereis lessroomfor theearlypropagatiorhere,
however it still may take placedependinguponthe function of the block andthe datavalues. Eachpair
of subsequendpaceito-dataanddata-to-spacdDDT peakshave the sameareaundergraphif compared
to the correspondingpair within any otherprotocolcycle. This is dueto the propertiesof the alternating
spacerprotocol. The enegiesof the rst andthe secondhalvesof eachprotocol cycle are also almost
identical,atleastin absencef faults.

If, however, a singlefault occurs,its IDDQ contributesdifferently to the differenthalvesof protocol
cycles.As ourfaultmodelincludesonly stuck-atfaultsoninterconnectthey areguaranteedb beactivated
by eitherspOor splspacer Furthermoreif spOactivatesthefault,thenundersplit will not be activated.
The oppositeis alsotrue. Thus, the signatureof a fault is one spaceractivation within eachprotocol
period. Thesecircuits have the propertyof massivecontmllability, which providesactivation of all faults
within two subsequentlock periodsregardles®of data.Eachs-a-1faultis activatedby spOandeachs-a-0
faultis activatedby spl. The IDDQ currentscorrespondingo the faultsof differentpolaritiesare shavn
in Figure 6 asdashedines. The dashedines denotedas“s-a-1 IDDQ” and“s-a-0IDDQ" arethe fault
currentsactivatedby the correspondingpacers.The label “data IDDQ” correspondso the fault current
activatedby a datastate.Indeed,undera datastatehalf of wiresin a dual-rail circuit have 1 andthe other
half have 0 values,sothey activatethe correspondindaults. Fault activation by data,however, cannotbe
guaranteeth boundedime, becaus¢hesevaluesaredata-dependemindin generakcaserandom.

Spectralrepresentatiof the IDD of our multiplier runningat clock speedof 100MHz andrandom
datais shavn in Figure7(a). Thetallestpeakis 200MHz,thefrequeng of transitionsirrespectve to their
designationThefrequeny of 100MHzis the sighatureof gateimbalance The zerofrequeng is themean
valueof IDD. Finally, 50MHz is the frequeng of spacerof a particularpolarity, this is wherethe fault
IDDQ is activated. Figure 7(b) shavs the differencebetweerthe spectrumswith andwithout a fault. The
fault showvs up at 0 and50MHz. The lastdiagramin Figure 7(c) shavs the samedifferencein relationto
the absolutevalueof the spectrumwithout fault. At zerofrequeng the relative differenceis 12% (which
is not clearly seenin this diagram). This indicatesa potentialproblemwith fault detectionby IDD mean
value.At thefrequengy 50MHz, however, theincreasds about180%,which is goodenoughfor driving a
coarsecomparatar

We usethe abore obsenrationsfor a quick evaluationof our ideaonly. Sofar we werelooking at the
amplitudespectrunonly, which doesnot represenary informationaboutthe phaseof signalcomponents.
As Figure6 shaws, the fault IDDQ andthe IDDT take placein differentphase®f the protocolsequence,
andthe experimentglescribedelow utilise this additionalinformation.

Theprincipleof crosscorrelationis usedin our approachin orderto Iter outthefaultiIDDQ signature.
The top diagramin Figure 8 is a fragmentof the IDD waveform obtainedby Spice simulationof the
multiplier benchmarkit hasthemeanvaluesubtractedn orderto simplify thefollowing processingThere
were1000clock cyclessimulatedin total andthe rst protocolcycle wasdiscarded.Thereferencesignal
is de ned asa sinewave of half clock frequeng. Theinitial phases choserso, thatthe maximumof the
wave approximatelycorrespondso spOspaceandthe minimumto splspacei(the phaseof thereference
signalin Figure8 correspondso thetime in the IDD plot). Thenthe crosscorrelationbetweenthe IDD
wave andthereferencesignalis calculated seethe CrossCorrelationplot, no fault, randomdata),andthe
initial phaseof thereferencesignalis adjustedo produce0 crosscorrelationunderQ lag.

The effect of dataon the crosscorrelationdiagramwas investigated. The maximumdeviation from
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the rst plot is obtainedunderthe dataproducingthe mostasymmetricalDD waveform (see“No fault,
selectedlata”).

Thenafaultwasintroduced At rst we placedthefault atthe outputof the circuit in orderto have the
minimum impacton the switchingactuvity. This produceghe crosscorrelationcurve labelledas“Fault,
small cone” (the coneis a setof the successogatesof the fault location). At 0 lag the crosscorrelation
valueis about5.5timesgreaterthanthe maximumvalueproducedy the “bad” datawithout faults. This
givesavery goodmamin for fault detection.Thenwe movedthefault closeto theinput of thecircuit (the
third bit in oneoperand)thuscreatingthe largestconewith reducedswitchingactiity. Theresultof this
experimentis labelledas“Fault, large cone”. Theresultof crosscorrelationshavs evengreatevalueof 7
atlag0. We explainthis effectby theIDDT imbalancedueto violation of thealternatingspaceiprotocolin
the cone. An interestingobsenationis thatthe switchingactivity reductionin the conereduceghe mean
valueof IDD (frequeng zero), but in the sametime introducesmore imbalance which is goodfor the
proposedault detectionmethod.In this senseour methodusesnot only the quiescenturrent,but alsoto
someextentthetransienturrentto detectfaults.

3.3 Fault model extension

Althoughwe designedhe methodfor singlestuck-atfaults,it shouldalsowork for multiple unidirectional
faults. By unidirectionalwe understanall faultsincreasinghe IDDQ during eitherspOor sp1spacerof
theprotocol.If thefaultsarenotunidirectional thenthey cancancelthe effect of eachother Furthermore,
the analysisof suchfaultsshouldtake into accountheir locationw.r.t. the conesgeneratedy them. This
analysidgs the subjectof the futurework.

We have alsoconducteda preliminaryinvestigationon detectionof parametridaults. In our setupwe
modeleda leakagefault asa small opentransistoye.g. 1 pull-up transistorat the outputof aninverter
thatuses? pull-upandl pull-down devices.Theeffectof suchafaultcouldbereliably detectedy our
methodproducingthe effect of aboutone-halfof the short-circuitfault.

4 Conclusions

The proposedDDQ methodis applicableto a specialclassof securitycircuits: synchronousdual-rail,
return-to-spaceprotocolwith alternatingspacerstates.The data-independemtower consumptiorof such
circuitsopensanopportunityfor on-lineapplicationof IDDQ testing.

The methodincludesthe provision of massivecontmllability, i.e. all potentialfaults are activated
within two clock periods,and massiveobservability(IDDQ measurement)This canbe usefulfor both
productiontesting(minimisationof time on testerand minimisationof the numberof testpins), andon-
line testing. In the on-line testingapplicationthe methodguarantees boundedand very shortself-test
period,independentrom data,which is differentfrom mary otheron-linetestingmethods.Furthermore,
themethodalsodetectgparametriqleakagefaults,which areoftenusedin attackson securitydevices.In
this sensethe proposedipproachdirectly detectgheinformationleakagethrougha sidechannel.

It wasshawn thatthe increaseof the meanIDD valuedueto a fault cannotbe reliably usedfor fault
detection,becausef two reasons.First, a stuck-atfault in the given classof circuits reducesswitching
activity and, thus, the transientcurrent. This effect may compensatdor the quiescenturrentincrease.
Secondthetransientcurrentin largecircuitsis sohigh, thattherelative increasen the overall currentdue
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to IDDQ is small. In ourexampleit wasonly 12%.

The methodis baseduponthe crosscorrelationoperationandit is closeto the optimal Itration ap-
proach.lt is differentfrom theoptimal Iter asit usesasinewave asareferencesignal.In theoptimal Iter
it would be a patternmatchingthe shapeof the IDDQ. We believe thatusingsignalsmorecomple thana
sinewave will signi cantly increasethe complexity of the Iter, giving little bene ts. More experiments
areneededo supportthis statement.

The methodwas appliedto a benchmarkeircuit, which is an importantpart of AES cryptographic
block. Thecircuit comprise94logic gates.lt is importantto do morecasestudiesin orderto determine
themaximumsizeof acircuit senedby a singlecurrentsensor The designof the currentsensoitself and
thesignalprocessingartarethe subjectof futurework.

Acknowledgements: We are gratefulto A. Yakovlev, G. Russelland A. Koelmansfor usefulcom-
ments,andto D. Sokolov for designingthe tool for synthesisof the dual-rail securitycircuits. EPSRC
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