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Abstract

Cryptosystendesignerdrequentlyassumehat secretswill be manipulatedn closed,reliablecom-
puting environments.Unfortunately actualmicrochipsleak informationaboutthe operationghey pro-
cess. Cryptosystem®ften take slightly differentamountsof time to procesdifferentinputsandalso
internalsignals.

By carefullymeasuringheamountof time requirecto performprivatekey operationsattaclersmay
be ableto discover secretexponentsor keys to breakthe cryptosysteni2, 4]. A techniqueto hide the
time differencesrom attaclersusingrandomdelaysis shavn in thisreport.

1 Intr oduction

Secureencryptionis dependenbn having sourcesof cryptographicallysecurerandomnumbersfor key
generation.The useof pseudo-randomumberss common,but this makesa systemmoresusceptibld¢o
attackasthenumberof stateswhich needto be searcheds reduced4].

For high-speectryptosystemstandomnumbersneedto be generatecdat a high enoughrate so that
reuseof randomnumbersis not possible. Most hardware randomnumbergeneratorglependprimarily
on a sourceof externalthermalnoisewhich is ampli ed in somemanner Thesetypesof generatorare
vulnerableto attackswhich canalterthe distribution of the output,thereforepost-processinardwareis
neededo continuouslymonitorthe quality of the output,whichin turn canaffecttherateatwhichrandom
numbersanbeproduced.

An alternatve methodof randomnumbergeneratioris to usea bistabledevice in metastabilityshovn
in section2 of this paper This approachs capableof producingrandombits at 100MHz, andis simple
to integrate. It hasbeenshavn thatthe nal state,of two which areequallylikely, of a bistabledevice in
metastabilityis affectedby noisewithin thedevice. If thisnoiseis causedy thermalmotion,thenit will be
of arandomnature.Thereforejt follows thatby continuouslyclocking a bistabledevice in metastability
a sequencef bits, determinedy the polarity of the noiseat thetime will be produced3]. Oneproblem
of usingthis methodto createrandombitsis how to ensurehatthe offsetof theinitial biaspointis smaller
thanthe noiselevel in thebistable.If the offsetis largerthanthe noiselevel, the outputwill be dependant
onthis,andnotthe noise thusremoving the randomnatureof the output.

To usethe randomnumbersproducedo vary the timing of a signal,a variabledelayelement(VDE)
is needed.Thesevariabledelay elementscanbe implementedn several ways,asshavn in section3 of
this paper Thesevariabledelayelementssould be usedto addarandomdelayto securesignalsin several
ways,eitherthroughaddinga smallrandomdelayto the signalafter processingthusremoving thetiming
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differenceinformationwhich can provide informationaboutthe value of, andoperationgerformedon a
signal. Alternatively, by modulatingseveral levels of a securecircuit with a randomclock signal,timing
information.

Othertechniguesuchasdual-railencodingreturn-to-spaceprotocolsandenegy balancing8] could
be usedto further improve securityin conjunctionwith this approachwhich could thereforelimit the
possibilitiesof bothtiming andpower analysisattacks.

2 Random Number Generator

Thebistabledevice usedis the sameasoneusedby Kinniment[3], shavn in Figurel.
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Figurel: BistableDevice consistingof a DifferentialPreampli erandRegeneratie Latch

This device is composeaf a differentialpreampli er andaregeneratielatch[5]. Theanaloguenput
stagedrivesthe bistablewith a small currentdifference,which affectsthe polarity of the output. This
allows thedistribution of the outputvaluesof the generatoto be post-processe@ndprovide feedbacko
theanaloguenputstage.

With the device constructedby Kinniment[3] in a AMS 0.6 M processthe noisemeasuredn the
bistablewhenit is in metastabilitywas approximatelylmV. Therefore to take advantageof the random
natureof this noise theinitial offsetmustbe controlledto lowerthan1mV. To accomplistthis andalsoto
ensureequaldistribution of outputvalues,somepost-processingf theoutputis necessargothatfeedback
canbe provided. This canbe accomplishedn several ways, suchasthe switchedcapacitornetwork as
usedby Kinniment[3], or by amoresimpledigital integratorcircuit built of a counterwith up/dovn inputs
controlledby the outputof theRNG.

To corvertthedigital signalfrom the counterananalogueo digital corverteris necessaryTo provide
the correctoffsetsfor the differentialpreampli er, scalednvertersareused.Thecircuit shovn in gure 2
givesarangeof valuesfor the offsetvaryingbetweent.3 V and28mV. Thesevaluesdependnthesizing
of the transistoraused,andcanbe varieddependingon the noiselevels presentin the bistabledevice due
to varyingmanufcturingprocesseandlayout. It canbe seenthatthe countermustbeinitialised with its
mostsigni cant bit beinghigh andall otherslow, sothatthe minimum offsetis providedat the beginning
of operation.

The offsetsto the differential preampli er are varied as the countercountsup and down, which is
dependenbn the currentoutputof the RNG. Therefore,if several outputsarehigh in sequencethenthe
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Figure2: Circuit to createvariableoffsetvalues

counterwill countdown, reducingthe offset,andmakinga low outputmorelikely, andvice-versa. This
shouldensurethatthe distribution of the outputis fairly equal. Thefull circuitis shovnin gure 3.
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Figure3: RandomNumberGeneratoCircuit

Thisrandomnumbergeneratois capableof providing sequentiatandombits ata highrate. To corvert
theserandombits into randomnumbers eitherseveral RNGsmustbe usedin parallel,or a SIPOdevice
is neededBoth of theseapproachearecapableof providing randomnumberswhich arevalid for a x ed
amountof time, andthenupdated.To provide randomnumberswhich arevalid for a randomamountof
time, the variabledelay elementsdescribedn section3 canbe usedin conjunctionwith the RNGs. A
cascadedetup andthe proposedutputof sucha circuitis shovnin gure 4, wherethetime tisrandom.
Thisapproaclcould of coursebe extendedo includemorelevels.
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Figure4: Cascade®RNG, andtheproposedutputof suchacon guration
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3 Variable Delay Elements

Therearesereralwaysto vary thedelayof asignal. Perhapshemostsimplewayis to provide two different
pathswhich a signalcouldtake, onewith a delay andonewithout. A selectsignalcouldthenbe usedto
multiplex which paththe signalshouldtake. This approachs a goodway of providing coarsedelaysto
signals,but if mary levels of thesedelayelementsare neededhenthe delay canbecomevery large and
thereforeadwerselyaffectthetiming, andpossiblyoperation of a circuit.

An alternative approachs to vary the dynamiccharacteristicef aninverterto provide differing delay
to asignal[1, 6], by usinganarrayof transistorsabove (or below) aninverter asshovnin gure 5(a). By
usingthis approachwhich effectively controlsthe delay by meansof supplyvoltagecontrol, the falling
edge(or rising edgefor gure 5(b)), is subjectto a varying delaywhich is alteredby the control signals
providing inputsto thetransistorsOnetransistoiin thearrayis alwaysonto provide aminimum/maximum
delayfor theelementaccordingto thedesign.

To provide equaldelaysto bothrising andfalling edgeof the input signal,arraysof transistorscould
be usedboth above andbelow the inverter, but this creategproblemsasthe P andN type transistorshave
to matched andalsothe control signalshave to be inverted. Anotheroptionis to simply usetwo of the
VDEs with the arraysof transistorsitherabove or below chainedtogether(without the outputinverters),
asshawvn in gure 5(c). This would ensurethat both the rising andfalling edgeof the input signal pick
up equaldelays. This approachs ableto provide much ner delaysthanthe multiplexed option, but to
provide a linear reactionto the control signals,the arraysof transistoranustbe scaledprecisely In this
particularapplication the non-linearreactionto the control signals,or imprecisescalingof thetransistors,
shouldnotbea problemasthe delaysneededareof arandomnatureanyway.

4 SecuringOn-Chip Operations

The useof variabledelay elementscould help to disguisethe time taken for a cryptosystento process
different signals,and thereforehelp disguisethe datavaluesand operationsassociatedvith this timing
information. It is possibleto do this in several ways, eitheraddinga randomdelayto a signal after an
operatiorhasbeencompletedthusremoving thetiming informationassociatedvith the operatiorthathas
beenperformed or by modulatinga randomclock signalwith severallayersof a circuit. Of course some
systemsnay have critical timing requirementsandthereforewheredelayscanbe usedis designspeci c.

In somesynchronousystemspr systemswvheretiming requirementsre critical, it may be possible
to translatethe circuit into a self-timeddesign. This could have sereral advantagessuchasbeingable
to implementothersecurityapproachesuchasdual-rail encodingof signals,which couldin turn leadto
return-to-spaceprotocolsor enegy balancingechniquedeingimplemented8, 7]. Thiscouldpotentially
helpto secureghe systemagainsipower analysisattacksaswell astiming attacks.

Figure6 shovs how severallayersof acircuit canbe modulatedwvith arandomclock signal. Thiskind
of approactcould be usefulfor the generatioror veri cation of keys, wherekeepingthe key information
secretis vital for the overall securityof the system.Whenusinga systemsuchasthis, onemustensure
thatthe delayprovided by the VDEs areat leastaslong asthetime it takesfor a circuit level to evaluate,
to ensurecorrectoperation.
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Figure5: (a) VDE with N-typetransistorarray (b) VDE with P-typetransistorarray (c¢) VDE with equal
delayfor rising andfalling signal
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Figure6: Levelsof securecircuit modulatedusingrandomclock signall

5 Simulated Results

Althoughthe systemhasnot asyet beentestedon actualcryptographichardware,a simpleverilog block
capableof performingsereral operationsvasusedto simulatesucha system.Theseoperationgake dif-

ferenttimesto complete dependingon the actualoperation the valuesof the inputsandthe valueof the
output,asin mostsystems.Thasetup wassimilar to thatshavn in gure 6, wherea D-type ip- op was
usedasthehold elementandthe unsecuredaircuit elementmplementedvasusedasthe’ level of circuit'.

The clock input to the circuit was delayedtwice, oncefor the ma ximum amountof time thatit could
take the outputof the verilog block to evaluate andthenanadditionalsmallrandomdelay Theinputand
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Figure7: Inputandrandomlydelayedclock signals

delayedclock signalsareshovn in gure 7.

To removethetiming informationassociateavith the datavaluesandoperationgperformedthe output
needsto be held for a randomtime beforebecomingavailable. This is doneusingthe randomlydelayed
clock signal,anda hold element(a D-type ip- op usedfor testing). By runningthe systemfor several
cycleswhile holdingthe inputsandoperationsteadywe canlook for correlationshbetweerthetime taken
betweertheinput clockrisingandtheoutputbecomingavailable. This effectively shavs thetotal time that
the operationhastakento complete. The timing resultsfor a particularoperationareshowvn in gure 8.
This shavs thatthe cyclestake randomtimesto complete thereforecalculatingwhich operationhasrun
with which datavalueshasnow becomevery dif cult, which canbe seerwhenthetiming informationfor
severaldifferentoperationss comparedshavnin gure 9.

(@) (b)

Figure8: Time betweerclock beingassertedindoutputbecomingvalid for anoperation.(a) Unsecured,
(b) Secured
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Figure9: Comparisorof timing for securedperations

6 Conclusions

We have shavn how it could be possibleto hide the timing information associatedvith the valuesof
signalsandthe operationgperformedon thesesignalsusingrandomnumbersandvariabledelayelements.
Otherapproacheareableto beusedn conjunctionwith this method andcouldprovide additionalsecurity
bene ts, suchasresistancdo power analysisattacks.

A randomnumbergeneratotasedon metastabilitywhich is ableto provide randombits at a high
bandwidthhasbeenused thisis particularlysuitedto on-chipintegration,andby accompaxing this with
avariabledelayelementthenit is possibleto adda randomdelayto a signal.

A methodof modulatinga clock signalwhichis delayedby arandomamountof time betweerdifferent
levelsof acircuit hasbeenproposedwhich shouldreducethepossibility of timing attackson suchsystems.
Althoughnottestedonanactualcryptographicsystemasyet, simulatedresultswhich highlightthebene ts
of sucha systemareshown.
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