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Abstract

Cryptosystemdesignersfrequentlyassumethatsecretswill bemanipulatedin closed,reliablecom-

putingenvironments.Unfortunately, actualmicrochipsleak informationabouttheoperationsthey pro-

cess. Cryptosystemsoften take slightly differentamountsof time to processdifferent inputsandalso

internalsignals.

By carefullymeasuringtheamountof timerequiredto performprivatekey operations,attackersmay

beableto discover secretexponentsor keys to breakthecryptosystem[2, 4]. A techniqueto hide the

timedifferencesfrom attackersusingrandomdelaysis shown in this report.

1 Intr oduction

Secureencryptionis dependenton having sourcesof cryptographicallysecurerandomnumbersfor key

generation.Theuseof pseudo-randomnumbersis common,but this makesa systemmoresusceptibleto

attackasthenumberof stateswhichneedto besearchedis reduced[4].

For high-speedcryptosystems,randomnumbersneedto be generatedat a high enoughrate so that

reuseof randomnumbersis not possible. Most hardwarerandomnumbergeneratorsdependprimarily

on a sourceof externalthermalnoisewhich is ampli�ed in somemanner. Thesetypesof generatorsare

vulnerableto attackswhich canalter thedistribution of theoutput,thereforepost-processinghardwareis

neededto continuouslymonitorthequalityof theoutput,which in turncanaffect therateatwhichrandom

numberscanbeproduced.

An alternativemethodof randomnumbergenerationis to useabistabledevice in metastability, shown

in section2 of this paper. This approachis capableof producingrandombits at 100MHz,andis simple

to integrate.It hasbeenshown that the �nal state,of two which areequallylikely, of a bistabledevice in

metastabilityis affectedby noisewithin thedevice. If thisnoiseis causedby thermalmotion,thenit will be

of a randomnature.Therefore,it follows thatby continuouslyclockinga bistabledevice in metastability,

a sequenceof bits, determinedby thepolarity of thenoiseat thetime will beproduced[3]. Oneproblem

of usingthismethodto createrandombits is how to ensurethattheoffsetof theinitial biaspoint is smaller

thanthenoiselevel in thebistable.If theoffsetis largerthanthenoiselevel, theoutputwill bedependant

on this,andnot thenoise,thusremoving therandomnatureof theoutput.

To usethe randomnumbersproducedto vary the timing of a signal,a variabledelayelement(VDE)

is needed.Thesevariabledelayelementscanbe implementedin severalways,asshown in section3 of

this paper. Thesevariabledelayelementscouldbeusedto adda randomdelayto securesignalsin several

ways,eitherthroughaddinga smallrandomdelayto thesignalafterprocessing,thusremoving thetiming
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differenceinformationwhich canprovide informationaboutthevalueof, andoperationsperformedon a

signal. Alternatively, by modulatingseveral levelsof a securecircuit with a randomclock signal,timing

information.

Othertechniquessuchasdual-railencoding,return-to-spacerprotocolsandenergy balancing[8] could

be usedto further improve securityin conjunctionwith this approach,which could thereforelimit the

possibilitiesof bothtiming andpoweranalysisattacks.

2 Random Number Generator

Thebistabledeviceusedis thesameasoneusedby Kinniment[3], shown in Figure1.

Vcc

V+

V�

Gnd

Bias Clock

Differential Preamplifier Regenerative Latch

Figure1: BistableDeviceconsistingof a DifferentialPreampli�erandRegenerativeLatch

This device is composedof a differentialpreampli�er anda regenerative latch[5]. Theanalogueinput

stagedrivesthe bistablewith a small currentdifference,which affects the polarity of the output. This

allows thedistribution of theoutputvaluesof thegeneratorto bepost-processed,andprovide feedbackto

theanalogueinputstage.

With the device constructedby Kinniment [3] in a AMS 0.6� M process,the noisemeasuredin the

bistablewhenit is in metastabilitywasapproximately1mV. Therefore,to take advantageof the random

natureof this noise,theinitial offsetmustbecontrolledto lower than1mV. To accomplishthis andalsoto

ensureequaldistributionof outputvalues,somepost-processingof theoutputis necessarysothatfeedback

canbe provided. This canbe accomplishedin several ways,suchasthe switchedcapacitornetwork as

usedby Kinniment[3], or by amoresimpledigital integratorcircuit built of acounterwith up/down inputs

controlledby theoutputof theRNG.

To convert thedigital signalfrom thecounter, ananalogueto digital converteris necessary. To provide

thecorrectoffsetsfor thedifferentialpreampli�er, scaledinvertersareused.Thecircuit shown in �gure 2

givesarangeof valuesfor theoffsetvaryingbetween4.3� V and28mV. Thesevaluesdependonthesizing

of thetransistorsused,andcanbevarieddependingon thenoiselevelspresentin thebistabledevice due

to varyingmanufacturingprocessesandlayout. It canbeseenthat thecountermustbe initialisedwith its

mostsigni�cant bit beinghigh andall otherslow, sothattheminimumoffsetis providedat thebeginning

of operation.

The offsetsto the differential preampli�er are varied as the countercountsup and down, which is

dependenton thecurrentoutputof theRNG. Therefore,if severaloutputsarehigh in sequence,thenthe
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Inputs from Counter

Outputs

Figure2: Circuit to createvariableoffsetvalues

counterwill countdown, reducingtheoffset,andmakinga low outputmorelikely, andvice-versa.This

shouldensurethatthedistributionof theoutputis fairly equal.Thefull circuit is shown in �gure 3.
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Figure3: RandomNumberGeneratorCircuit

Thisrandomnumbergeneratoris capableof providing sequentialrandombitsatahighrate.To convert

theserandombits into randomnumbers,eitherseveralRNGsmustbe usedin parallel,or a SIPOdevice

is needed.Both of theseapproachesarecapableof providing randomnumberswhich arevalid for a �x ed

amountof time, andthenupdated.To provide randomnumberswhich arevalid for a randomamountof

time, the variabledelayelementsdescribedin section3 canbe usedin conjunctionwith the RNGs. A

cascadedsetup,andtheproposedoutputof suchacircuit is shown in �gure 4, wherethetime� t is random.

Thisapproachcouldof coursebeextendedto includemorelevels.

RNG VDE RNG
CLK OUT IN OUT CLK OUT

CLOCK OUTPUT

CLK

RANDOM
NUMBER

RANDOM
NUMBER

tdt+ tdt+

Figure4: CascadedRNG,andtheproposedoutputof sucha con�guration
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3 Variable DelayElements

Thereareseveralwaysto varythedelayof asignal.Perhapsthemostsimplewayis to providetwo different

pathswhich a signalcould take, onewith a delay, andonewithout. A selectsignalcould thenbeusedto

multiplex which paththesignalshouldtake. This approachis a goodway of providing coarsedelaysto

signals,but if many levelsof thesedelayelementsareneededthenthedelaycanbecomevery largeand

thereforeadverselyaffect thetiming, andpossiblyoperation,of a circuit.

An alternative approachis to vary thedynamiccharacteristicsof aninverterto providedifferingdelay

to a signal[1, 6], by usinganarrayof transistorsabove(or below) aninverter, asshown in �gure 5(a).By

usingthis approach,which effectively controlsthe delayby meansof supplyvoltagecontrol, the falling

edge(or rising edgefor �gure 5(b)), is subjectto a varyingdelaywhich is alteredby thecontrol signals

providing inputsto thetransistors.Onetransistorin thearrayis alwaysonto provideaminimum/maximum

delayfor theelement,accordingto thedesign.

To provide equaldelaysto both rising andfalling edgeof the input signal,arraysof transistorscould

beusedbothabove andbelow the inverter, but this createsproblemsastheP andN typetransistorshave

to matched,andalsothe control signalshave to be inverted. Anotheroption is to simply usetwo of the

VDEs with thearraysof transistorseitherabove or below chainedtogether(without theoutputinverters),

asshown in �gure 5(c). This would ensurethat both the rising andfalling edgeof the input signalpick

up equaldelays. This approachis ableto provide much�ner delaysthanthe multiplexed option,but to

provide a linear reactionto thecontrol signals,the arraysof transistorsmustbe scaledprecisely. In this

particularapplication,thenon-linearreactionto thecontrolsignals,or imprecisescalingof thetransistors,

shouldnotbea problemasthedelaysneededareof a randomnatureanyway.

4 SecuringOn-Chip Operations

The useof variabledelayelementscould help to disguisethe time taken for a cryptosystemto process

differentsignals,and thereforehelp disguisethe datavaluesandoperationsassociatedwith this timing

information. It is possibleto do this in several ways,eitheraddinga randomdelay to a signalafter an

operationhasbeencompleted,thusremoving thetiming informationassociatedwith theoperationthathas

beenperformed,or by modulatinga randomclock signalwith several layersof a circuit. Of course,some

systemsmayhavecritical timing requirements,andthereforewheredelayscanbeusedis designspeci�c.

In somesynchronoussystems,or systemswheretiming requirementsarecritical, it may be possible

to translatethe circuit into a self-timeddesign. This could have several advantages,suchasbeingable

to implementothersecurityapproachessuchasdual-railencodingof signals,which could in turn leadto

return-to-spacerprotocolsor energy balancingtechniquesbeingimplemented[8, 7]. Thiscouldpotentially

helpto securethesystemagainstpoweranalysisattacksaswell astiming attacks.

Figure6 showshow severallayersof acircuit canbemodulatedwith a randomclocksignal.Thiskind

of approachcouldbeusefulfor thegenerationor veri�cation of keys, wherekeepingthekey information

secretis vital for theoverall securityof the system.Whenusinga systemsuchasthis, onemustensure

that thedelayprovidedby theVDEs areat leastaslong asthetime it takesfor a circuit level to evaluate,

to ensurecorrectoperation.
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Figure5: (a) VDE with N-typetransistorarray, (b) VDE with P-typetransistorarray, (c) VDE with equal
delayfor risingandfalling signal
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Figure6: Levelsof securecircuit modulatedusingrandomclock signal

5 SimulatedResults

Althoughthesystemhasnot asyet beentestedon actualcryptographichardware,a simpleverilog block

capableof performingseveraloperationswasusedto simulatesucha system.Theseoperationstake dif-

ferenttimesto complete,dependingon theactualoperation,thevaluesof the inputsandthevalueof the

output,asin mostsystems.Thesetup wassimilar to thatshown in �gure 6, wherea D-type �ip-�op was

usedasthehold elementandtheunsecuredcircuit elementimplementedwasusedasthe' level of circuit'.

The clock input to the circuit wasdelayedtwice, oncefor the ma ximum amountof time that it could

take theoutputof theverilog block to evaluate,andthenanadditionalsmall randomdelay. Theinput and
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Input
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Figure7: Inputandrandomlydelayedclock signals

delayedclock signalsareshown in �gure 7.

To removethetiming informationassociatedwith thedatavaluesandoperationsperformed,theoutput

needsto be held for a randomtime beforebecomingavailable. This is doneusingthe randomlydelayed

clock signal,anda hold element(a D-type �ip-�op usedfor testing). By runningthesystemfor several

cycleswhile holdingtheinputsandoperationsteady, we canlook for correlationsbetweenthetime taken

betweentheinputclockrisingandtheoutputbecomingavailable.Thiseffectively showsthetotal timethat

the operationhastaken to complete.The timing resultsfor a particularoperationareshown in �gure 8.

This shows that thecyclestake randomtimesto complete,thereforecalculatingwhich operationhasrun

with whichdatavalueshasnow becomeverydif�cult, whichcanbeseenwhenthetiming informationfor

severaldifferentoperationsis compared,shown in �gure 9.

(a) (b)

Figure8: Time betweenclock beingassertedandoutputbecomingvalid for anoperation.(a) Unsecured,
(b) Secured
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Figure9: Comparisonof timing for securedoperations

6 Conclusions

We have shown how it could be possibleto hide the timing information associatedwith the valuesof

signalsandtheoperationsperformedon thesesignalsusingrandomnumbersandvariabledelayelements.

Otherapproachesareableto beusedin conjunctionwith thismethod,andcouldprovideadditionalsecurity

bene�ts,suchasresistanceto poweranalysisattacks.

A randomnumbergeneratorbasedon metastabilitywhich is able to provide randombits at a high

bandwidthhasbeenused,this is particularlysuitedto on-chipintegration,andby accompanying this with

a variabledelayelement,thenit is possibleto adda randomdelayto a signal.

A methodof modulatingaclocksignalwhichis delayedby arandomamountof timebetweendifferent

levelsof acircuit hasbeenproposed,whichshouldreducethepossibilityof timing attacksonsuchsystems.

Althoughnottestedonanactualcryptographicsystemasyet,simulatedresultswhichhighlight thebene�ts

of suchasystemareshown.
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