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Abstract

This paper preseris a new type of AES implementation using normal basis. The method is basedon a
lookup technique which makes use of inversion and shift registers which leadsto a smaller size of lookup
for the S-box than its corresponding implementations. The reduction in lookup size is basedon grouping
sets of inversesinto cosetswhich in turn leadsto a reduction in the number of lookup values. The above
technique is implemented in a regular AES architecture using register les which requires lessinterconnect
and is suitable for security applications. The results for the implementation are competitiv e in throughput
and area comparedwith the corresponding solutions in polynomial basis.

1 Intro duction

The current NIST advancedencryption standard is the symmetric block cipher Rijndael [1]. The AES is the
preferred algorithm for implementations of cryptographic protocolsthat are basedon a symmetric cipher.
It is currently designedto processdata blocks of 128 bits, using keys of lengths 128, 192 and 256 bits.
The mathematics behind the AES is certered on Galois arithmetic making use of transformations basedon
inversion and multipication.

A variety of ways have beenattempted for implemenrting the AES standard e cien tly. Theserangefrom
implementations which aim to achieve high throughput [2] to implementations which achieve low area [3].
In [4] various FPGA architectures are preseried to improve the throughput of the AES. In [5], [6] and [7]
various e cien t area implementations are described of the AES in ASIC covering architectures of di ering
bit-width. Our approach targets the latter low arealevel implementation domain.

This paper describes a novel architecture for the AES basedon normal basis rather than polynomial
basis. It makes use speci cally of the inversecalculation in GF. Normal basisis frequertly usedin cryp-
tographic applications for providing e cien t implemenations [8]. Hardware implemenations using normal
basis arithmetic typically have less power consumption than other bases. This is particularly true in the
caseof the squaring operation in normal basiswhich requiresonly a rotation operation.

E cien t software and hardware implementations of the basic arithmetic operations (addition, multipli-
cation and inversion) in the Galois eld GF (2™) are desiredin cryptography. This is particularly relevant in
the caseof the AES. Many AES architectures attempt compaction of the S-box [9][10]or the inversefunction
[11]to improve the overall performance. The S-box operation is the largest device and requiresmore areain
generalthan the other operations. Di erent approaceshave beenattempted for S-box compaction varying
from the useof sub elds [12]to the useof lookup techniques. Recen approacheshave made useof lookup for
the S-box [13] but this tends to consumelarge amounts of area. For this reasonreseart into optimization
of the S-box [14] is important in its own right.

In this paper we focus on reducing the size of the inverseoperation usedin the S-box but using normal
basis rather than polynomial basis. Sewral attempts have been made in normal basisto nd an e cien t
implemertion for the inversefunction [15][16]. However, these make use of a multiplicativ e approad, incor-
porating seweral multipliers, which in turn leadsto more areaconsumption. The architecture preseried here
makes unique use of the squaring operation and lookup to provide for a more e cien t architecture.
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The lookup technique preserted here is incorporated into a regular architecture which makes use of
register les. These are usedfor containing the intermediate AES State. This reducesthe overall level of
interconnect asit obviates the needfor an explicit ShiftRows operation later, thereby reducing the area. In
addition, the designhereis basedon a regular architecture, asit is consideredan important aspect of design
for security, which facilitates security implementation.

2 Normal Basis Preliminaries

The basischosenhere for implemerting the AES is the normal basis. First we intro duce somebasic theory.
In the following it is assumedthat p is a prime number, ¢ is a power of p and that Fq denotesa nite eld of
g elemens. The characteristic of Fq is p. The eld Fg is always consideredas an n-dimensional extension
of Fq and is thus a vector spaceof dimension n over Fq. The Galois group of Fg over Fq is cyclic and is
generatedby the Frobeniusmapping ( )= 9 2 Fg.

The polynomial basisis a basis for nite extensionsof nite elds. Let 2 GF(p™) be a root of a

primitiv e polynomial of degreem over GF (p). The polynomial basisof GF (p™) isthen f1; ; :::;; ™ 1g.

A normal basisof Fg over Fq is a basisof the from N = f;  9;:; @ 'g, i.e. a basisconsisting of all
the algebraic conjugatesof a xed elemen. We say that generatesthe normal basisN, or is a normal
elemert of Fon over Fq. In either casewe are referring to the fact that the elemerts ;  9;::; " “arelinearly
independert over Fq. For the normal basisf o; 1;::5 n 10, it is assumedthat ;= 9 for 2 Fg with
i=01:5n L

Assume a baseelemert ¢ = 010 taken from the trinomial x3 + x? + 1 over GF (2%). The following
values can be derived from by consecutive squaring 1 = 100, , = 111. Becausethesethree valuesare
linearly independert they may be usedin the formation of a normal basis. All other elemerts being linearly
dependert on theseelemens can be formed from a linear combination of them. For example,in normal basis
the element 110 equatesto 111+ 100= 011lin polynomial basis.

Squaringor raising to a power of 2" in normal basisequatesto a simple rotation of the bits. The following
table shovs a comparison betweenthe squaring operation for the trinomial x2+ x2 + 1 in polynomial basis
and in the normal basisstarting from =010. It can be seenthat a simple rotation is neededin normal basis
to squareits equivalent value in polynomial basis.

Table 1: Squaring Operation and Inversein Polynomial and Normal Basis.

| Polynomial Basis (Inverse) [ Normal Basis (Inverse) |

010 (110) 001 (011)
100 (011) 010 (110)
111 (101) 100 (101)

The multiplicativ e inverseof avalue , denoted1= or !, is the number which, when multiplied by
yields 1. Assumingthat (x) standsfor the polynomial represernation of the eld elemen , the multiplica-
tiveinverseof a eld polynomial value (x) is found from the following equation ~ *(x) (x) modm(x) = 1
where m(x) is the irreducible polynomial usedfor generatingthe eld.

We can combine the operations for inverseand squaring or raising to a power of n. The sequenceof these
two operations doesnot a ect the result. This is expressedusing the following equation.

( H=(MH* 1)

Becausethe squaring operation in normal basis is cyclic (i.e. rotation of bits) it forms a cyclic set.
Becauseof the commutativit y implied by Eqg. 1, for eat set of squaresthat a value belongsto there must
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also be a corresponding inversevalue which exhibits similar behaviour under squaring. This can be seenin
Table 1 where consecutive rows are squaredand the inverseof ead value appearsin brackets to the right.
We refer to ead of the cyclic sequencesppearing in eac column as a coset. Examination of these values
for the whole eld leadsto the following useful obsenations.

Lemma 1 In Normal Basis, if an element in cosetA hasan inversein another coset B, then each of the
remaining valuesin cosetA formed from by the squaring operation must havean inverse valuein cosetB.

This implies that the ordered cosetA in this casehasa corresponding ordered cosetB containing all the
inversesof cosetA.

Lemma 2 In Normal Basis, if an element in cosetA hasan inverse in the samecoset A, then each of
the remaining valuesin cosetA formed from by the squaring operation must havean inverse valuein coset
A also.

This implies that the ordered cosetA in this casecontains all of the inversesof ead of its elemeris.
The above obsenations are used for de ning the core inversion unit for the AES which is described in
the following section.

3 Basic Arc hitecure
The proposed architecture for the AES is basedon a mixed asyndironous/synchronous pipelined lookup

architecture. The architecture has a blocksize of 128-bits and a 32-bit width datapath. The diagram for the
architecture is shown in Fig. 1.

! ! ! !

Inverse Inverse Inverse

Inverse

!
I?I

[ [ [ 8

‘ Mix ‘ ‘ Mix ‘ ‘ Mix ‘ ‘ Mix ‘
Llds o
o N I A L I

‘ MuxExor ‘ ‘ MuxExor ‘ ‘ MuxExor ‘ ‘ MuxExor ‘
| | | |
RF RF RF RF

Figure 1. AES architecture.
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At the top of Fig. 1 four inversionunits are usedfollowedby ana ne transformation. Each inversionunit
loads a value from one of the four Register Files (RF) shown at the bottom which contains the AES State.
Each inversion unit includes a 34 8-bit lookup table basedon the theory outlined in subsection3.1. After
inversionthe outputs of the inversionunits are passedto a normal basisa ne block and eat a ne result is
subsequetly stored in an 8-bit register. The output from this forms the input to the mix operation below.
There are four 8-bit identical mix units that are usedto carry out an appropriate mix operation (described
in subsection 3.3). Once the mix operation has occured the output word formed from concatenating the
output of the mix units is then XORed with the key and written to the RFs.

The ShiftRows operation [1] is not shown here as this is implemented implicitly by the appropriate
selection of valuesfrom the RFs which is explained in subsection3.4.

3.1 Normal Basis Inversion

The theory in section 2 can be used for deriving the basic inversion architecture. It is basedon the cor-
respondence between the dierent cosets. This correspondence makes it possibleto de ne an inversion
architecture basedon register rotation and lookup values. It makesuse of onelookup value from a cosetand
its corresponding inverseeither from another or the sameset as follows:

(1) If a cosetvalue contains its inversein another cosetthen both the cosetvalue and the corresponding
inversevalue may be usedas lookup values.

(2) If a cosetvalue hasits inversein its own set then only this cosetvalue is usedas a lookup value.

Valueschosenusing (1) or (2) are referredto as cosetleaders.

A diagram shawing the basic inversion architecture is shovn in Fig. 2.

LOOK UP TABLE

Figure 2: Lookup Architecture.

At the top of Fig.2. is a register. This operatesusing the rotation operation RL asde ned below.
Denition 1 RL( n; n 15 n 2055 20 1)=(n 15 n 2035 20 10 n)
At the bottom is a rotate right register. This operatesin a similar way using the rotate operation RR.

Deniton 2 RR( n; n ;55 35 20 1)=( 15 n; n 1,55 35 2).
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The architecture loads a normal basis eld elemen into the top register and this is rotated repeatedly
until the cosetleader from its cosetis found. The top register is governed by an asyndironous cortrol signal
which usesa test to seeif a lookup value has beenfound. When this value is found the bottom register is
loaded with the lookup value and the top register is loadedwith a new value. The bottom register is rotated
right the samenumber of times until the inverse of the original value in normal basisis contained in the
bottom register.

The lookup table is formed from a set of cosetleaders. To nd a set of cosetleadersthe following
algorithm can be used, where FL contains the set of values from GF(2"). CL contains the set of coset
leaderswhich are cumulativ ely selectedfrom FL.

CL=
While(FL<> )
search new coset value ¢ 2 FL
if ¢ does not have coset leader cl 2 CL
CL=CL+ ¢
FL = FL - c¢;
else FL = FL - ¢;

As an example of how a cosetlookup table is formed consider the polynomial x* + x + 1 in GF (2%).
By applying the above algorithm to this eld the following group of cosetleadersin normal basis can be
found 01(4), 0 (4), 1(4), 11(2), (1), 00(1). The number in brackets givesthe number of valuesin each
corresponding coset.

The inversetable for the eld poynomial is shovn in Table 2. In Table 2 the following compact repre-
sertation isusedf0O= 00;1= 01, = 10, = 1lg.

Table 2: Normal Basis InverseTable for x* + x + 1.

(xnyl © [ T ] [ |

0 00 10 0 1

1 01 0
0 11 1
1 0 1

For the above example v e lookup table values are required. Zero is not included as this is the default
value which is usedif no lookup value can be found. The derived lookup table is shovn in Table 3.

Table 3: Coset Leadersand Inversesin Normal Basis.

| Coset leader | Inverse | Coset leader | Inverse
01 10 11
0 1

1 0 - -

As an example, suppose we wish to use the lookup table to nd the inverseof 1 (normal basis) for
x4+ x + 1. From Table 2, the inverseof 1 in normal basisis . The value 1 hasto be rotated left once
to nd its cosetleader0 which appearsin the left of Table 3. The inverseof the cosetleaderin Table 3 is

1. Rotating this right oncegives  which is the required inverse.

Table 4 shows the type and number of lookup valuesfor polynomials of di erent orders. The rst two

columns give the order and the polynomial. The terms(entries) column shows the number of cosetstogether
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with their sizein brackets. The nal two columns show the total coset size and the normal size of the
polynomial eld in terms of its entries.

Table 4: Lookup Size.

| Order || Polynomial | Terms(entries) | Lookup size | Field size |
n=3 x3+ xZ+ 1 2(3),1(2) 3 8
n=4 XA+ xS+ 1 3(4),1(2),1(1) 5 16
n=5 [ x°+x*+x2+x1+1 6(5),1(1) 7 32
n=6 XCF X5+ 1 9(6)23),1(2), 1(1) 13 64
n=7 X+ X0+ 1 18(7),1(1) 19 128
n=28 || X3+ x?+ x5+ x*+ 1| 30(8),3(4),1(2), 1(1) 35 256

We needto make use of the following fact when calculating the lookup size. If the sequenceof terms
1, 2, 3.7, narearrangedin acirclethen any oneof the rotated sequences z; 3;:: n; 1, 3,35 n; 1, 2

etc. may be thought of asde ning the samecircular sequence.But not all n linear sequencegorresponding
to the samecircle needbe di erent. If for a divisor d of n, the sequence 1; »;:::; . consistsof a sequence
ofdterms ; 2;::; 4 repeatedn=d times, the linear sequencesepeat after the rst d. With ead circular
sequenceof length n we may assaiate a unique minimum period sud that the circular sequenceconsistsof
n=d repetitions of a sequenceof d terms.

Assumingdi erent numbersof 0 and 1 digits in the sequence 1; 2;::; n, wecanuseMoreau's neklace-
counting function to calculate the non-periodic sequencesof length n. In combinatorial mathematics
Moreau's nedklace-courting function is de ned by the following equation.

M( )= — 3 ()

where djn implies the positive divisors d of n,  represens the number of di erent digits f0, 1gand is
the classicMobius function de ned below.

De nition 3 The Mobius function (n) is equal to one of the following:
(n) = 1if n is a squae-free +ve integer with an evennumber of distinct prime factors.
(n) = 1if nis a squae-free +ve integer with an odd number of distinct prime factors.
(n) = 0if n is not squae-free.

Thus (1) = 1and (prime) = 1. A square-freeinteger is one divisible by no perfect square,except 1.
The rst integersthat are not square-freeare f 4; 8; 9; 12; 16; 18; 20g. Consider the non-repetitiv e casewhere
n = 6. Equation 2 equatesto + (6) 2!+ (3) 22+ (2) 22+ (1) 26 =1 2 22 2B8+26 =9
In Table 4 in the terms(erntries) column the rst term shows the number of cosetsof period n which are
non-repetitiv e within this period i.e. 2, 3, 6, 9, 18 and 30.

Using equation 2 it is possibleto derive equation 3, which is usedto nd the number of repetitiv e cosets
with period d < n (mid terms in the terms(entries) column).

X
rep.cos= fM(; dyg (©)
djn
Here eat non-periodic sequenceof length d forms a unique non-repetitiv e sequencen repetitiv e sequence
n. The total lookup sizecan be found using equations 2 and 3.
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The irreducible polynomial generator usedfor the inversefor the AES is x8 + x* + x3+ x + 1in GF (28)
which appearsin the last row of Table 4. For the AES the lookup table generatedhas a size of 35. The
corresponding group of cosetleadersfor the AES in normal basisis showvn in Appendix A. As before the
number in brackets givesthe number of valuesin the corresponding coset. The normal basisinversetable
generatedfor the AES eld polynomial, formed using = 33, is shown in Appendix B.

3.2 Reduced Lookup and Timing

The lookup table for the AES table can be modied by rotating the valuesto derive new values whilst
maintaining the inverserelation betweenthe input and output. The logic for the lookup can be reducedby
rotating valuesin the cosetleadertable sothat matching bits coincide in speci ¢ columns. This is arranged
here so that the rst two bits are set to the values0 and 1 in ead row. By rotating the cosetleadersof
Appendix A, a new group of cosetleaderscan be found. The table of newrotated lookup valueswith inverses
is shown in Appendix C. Each new cosetleader in Appendix C now has bits 7 and 6 setto 0 and 1. The
value FF is removed from the table, reducing it to 34 values. The FF value is detectable if no match is
found. The gate equivalent (GE) value, in terms of basic gates, for the rotated lookup after logic reduction
is 134.

The timing for lookup makes use of a clocking schemethat is basedon two clocks: the main clock Tc
and a faster clock that is half its period c. The clocks work in combination with the asyndronous cortrol
signals. The faster clock c is usedfor clocking the shift registers. These are shifted 2 bits at a time in a

c cycleand the rst two relevant pairs of bits appearing in the rst three bits from left to right are tested.
This test is basedon whether the rst two bits of either of the rst pair of valueshave beensetto 0 and 1.
If either of the pairs is set, a lookup is made on the value which hasthis setting. If either combination is not
apparert for the rst two pairs, then a double shift is made which requiresno lookup. The actual lookup is
executedusing the slower clock Tc. The critical path for the lookup is 8 gates. Out of 256 valuesthere are
64 bytes which have the 0 and 1 combination which require lookup, and 34 of these are cosetleaders. This
reducesthe overall lookup e ort considerably

3.3 Normal Basis Ane and Mix

An ane transformation must be applied to the output of ead inversion unit (Fig. 2). The original
speci cation requiresthe following a ne transformation (over GF (28)):

b=h b(i+4) mod 8 b(i+5) mod 8 b(i+6) mod 8 b(i+7) mods G 4)

for 0 i< 8, whereb isthe i bit of the byte, and ¢ is the i bit of a byte ¢ with the value f63g.
This is depicted in matrix form in [1]. The a ne transformation hasan equivalent represeration in normal
basis. This can be found by substituting all polynomial basisvaluesin the original matrix with normal basis
values.

For the AES inversionthere are 128di erent normal basisrepresenations. Each one of thesewill reduce
to a dierent ane solution depending on the value of that is chosenin the formation of the normal
basis. Table 5 shows di erent a ne solutions for di erent valuesof . The resulting normal basisequations
generatedfor the a ne transformation for = 33 results in 14 gates. This represens a reduction in logic
over the polynomial basis.

The mix operation operateson the state column-by-column. The columns are consideredas four-term
as polynomials over GF (28) and are multiplied by a xed polynomial [1]. As a result of the multiplication,
the four bytes in a column are replacedusing equations of the following form:

s9.=02 spc 03 s;c Spc Sz

S?:C = SO;C 02 Sl;c 03 SZ:C S3;c
S3c = Soc  S1c 02 spc 03 sg
Sg;c =03 So;c Si1:c S2;c 02 S3:.c
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Table 5: Ane & Multiplication solutions for di erent values of

| | Affine x-or gates | Multiply x-or gates |

65 20 21
61 18 20
36 16 18
63 16 18
33 14 16
2E 13 17
26 13 19

The mix operation requires multiplication by 02 and multiplication by 03. The right hand side of Table
5 shows di erent solutions for multiplication by 02 for di erent valuesof . Multiplication by 02for = 33
results in 16 gates. Multiplication by 03 is derived from XORing by multiplication by 02.

3.4 Register Files

The RF layout is shown in Fig. 3. Four register les are used, RF1..RF4, ead corntaining four, 8-bit
registers, which are usedfor containing the represeration of the state.

1 4 3 2
Soo Sio || S20 || Sso
o || AT
So1 Si1 || Sa1 || Sa1
7777777 s 2T
So2 Si2 || Sa2 || S32
I | |
So3 S13 || Spz || Ss3

RF1 RF2 RF3 RF4

Figure 3: Register le layout.

An elemert of the state is denotedby S,y . The plaintext isinitially XORedwith the rst key and is input
to the RFs asfollows: 1=f Soo; S10; S20; S300, 2=f So1; S11; So15 Sz10, 3=f So2; S12; S22 S320, 4=f So3; S13; S23
; Sz30. In this way ead row as speci ed in [1] is stored in its own RF.

When the RF valuesare accessedy the inversion units they are not read as original words from left-to-
right. The valuesare grouped and read in the following order 1=f Spo; Si11; S22; S330, 2=f So1; S12; S23; S300,
3=f Sp2; S13; Se0; S310, 4=f Soz; S10; S21; S320, which refersto the order with which the bytes are read from
the register les by the inversionunits. Each ordered group accessedy the four inversion units corresponds
to the required state elemeris that needto be mixed together in order to form a new word. This selection
implies that the sequenceof ead row of the state already corresponds to the pre-shifted row of the state.
This pre-shifting obviates the needfor an explicit ShiftRows operation later on. This lookahead meansthat
the valuesto be mixed are sert in groupsto the inversionunit directly from the RFs. This reducesthe level
of interconnect considerably
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3.5 Key generation

The samedatapath as for the main algorithm may be used for key generation. This is made possible by
extending the register les to create storagefor the key. S-box operations are required for the key expansion.
Since the data unit does not perform an S-box operation when the last MixColumns and AddRoundKey
transformations are executed,the S-box operations of the datapath can be usedwhen they becomeavailable
towards the end of eadh round. A multiplexor in the MixColumns is usedto miss out the Mix operation.
The XOR-block is adapted for the remaining key additions to produce the next key.

4 Comparisons

The AES encryption ASIC implementation is comparedin this section. For our implementation the lookup
tables were reduced to equations and implemented in standard gates. This was executed using our own
in-house synthesis tool. The implementation technology used was Cadence ASIC 0.35m . Most other
implementations are implemented using FPGA and therefore only the direct relevant ASIC comparisons
are made here excluding FPGA. The other implementations have been implemented in varying process
technologies. In addition the implementations that are used for comparison purposesare in polynomial
basis. Table 6 shaws the results for the implementation.

Table 6: AES Comparison

Implemen- Width Area Process Frequency Block Throughput

tation [bits] [kgates] | [ m ] [MHZ] Clock [Mbps]
cycles

NB 32 4;100 0:35 132 108 156

[3] 32 8; 200 0:6 50 64 128

[3] 32 12,894 0:6 50 34 241

[6] 32 5;400 0:11 131 54 311

[7] 8 3; 200 0:13 130 160 104

[7] 8 3;100 0:13 152 160 121

[18] 8 3,400 0:35 na 1032 na

In the table, the datapath widths are shown in terms of the numbers of bits processedn parallel. Two
sizesare usedfor all implementations, either 32-bits or 8-bits. The next column shows the areasin terms of
their gate equivalent. The implementation technology for ead is shown in the processcolumn which ranges
from 0.11m to 0.16m . The next column show the clock frequencyin MHz and the next the Block Clock
Cycles. The Block Clock Cycles column shows the number of clock cyclesto processone plaintext input.
Finally the throughput column is shovn in Mbps.

Comparing the results, it can be seenthat the areafor our implementation fareswell against comparable
implemertations with a datapath width of 32-bits. The rst set of results for Ref. [3] has approximately
twice the area and a throughput which is 18% slower but which usesa slower processtechnology of 0.6 m .
The secondset of results for Ref. [3] hasa much larger area of approximately three times the value but has
a throughput which is approximately 40% asfast. Although the Satoh throughput is high [6] it usesa faster
technology and the critical path is known to be longer, meaning an improvemen would be apparent in our
implemenrtation with an upgradein technology.

The gate equivalent count for our normal basisimplemertation comesto 4100. The majority of the area
is taken up by the storage, which includes the data and key and which accourts for approximately 45% of
the area. The next largest areais taken by the shifting and lookup logic which accourts for approximately
25% of the total area. The control represens about 8% of the total area.
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The bottle-neck in terms of time for our implementation comesfrom the inversefunction. The main clock
T c which is usedfor the lookup operation is setat 132 MHz. The lookup block which hasa sizeof 134 gates
and a low critical path of 8 gatesis usedfor determining this. The smaller clock usedin our implementation

c is set at half this size. The total inversetime is determined by the rotation time together with lookup
time. Becausethe number of rotations required for ead value entering the inversion unit is di erent, and
lookup reduction is also used, an average estimate for time is made. The averagetime is derived from a
simulation of a dataset consisting of seweral thousand inputs.

The comparisonsagainstimplementations with datapath widths of 8 bits shaw that they are more e cien t
than our implementation in terms of areabut not by too large a percertage. However, this is generally at the
expenseof a slower throughput, which is much slower, which makes our implementation competitive. The
explanation for the slower throughput is straightforward as the bottle-neck for 8-bit wide implementations
comesfrom the mix operation (assumingthe S-box can be pipelined) which can only execute 8-bits at a
time.

5 Conclusions

We have preserted a novel e cient way of implementing the AES algorithm in Normal Basis using an
approach which includes shift registersand lookup tables. This makesuse of the commutativ e relationship
betweeninverseand square and lookup values. The results are promising, particularly for the AES which
makes use of inversionin the eld GF (28). As a result, the look up sizefor inversion has beenreducedand
minimal lookup tablesin terms of their GE are used. This represens a considerablereduction over previous
architectures which uselookup.

A low cost implementation of the AES has been preserted which targets a minimal number of gates.
The gate equivalent sizeis lessthan other presenied work for datapath widths of a similar size and com-
petitiv e against those which are not. This meansthat it is competitiv e from an area-time perspective after
taking into accourt the critical path and processtechnology. The number of lookup accessesre reduced
thereby improving the latency. The regular RF designmeansthat the interconnectand areais alsoreduced.
The regular architecture is consideredan important aspect of designfor security, which facilitates security
implementation.
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App endix

A Coset values for x8 + x4+ x3+ x + 1.

97(8), B8(8), C9(8), 2B (8), EE(4), E6(8), 04(8), 75(8), C1(8), BO(8), 52(8),
D9(8), 5A(8), 9F (8), 7D (8), 0C(8), 14(8), 33(4), F6(8), 87(8), 42(8),55(2), 23(8),
A8(8), 6D (8), 8F (8), FE(8), 7A(8), 98(8), D1(8), C6(8), 4D (8), 88(4), 34(8).

B Normal Basis Inverse Table for x8+ x*+ x3+ x + 1.

xny [ o [ s [ 2 [ s [afs e[z ]s]of[alefclole]F|]
0 00 2F 5E B4 BC 7B 69 4E 79 BA F6 B1 D2 46 9C D9
1 F2 44 75 31 ED D7 63 56 A5 34 8C BO 39 49 B3 9E
2 ES5 57 88 86 EA 74 62 83 DB A3 AF 8B C6 Cco AC 01
3 4B 13 68 DD 19 B6 61 FD 72 1c 92 El 67 3E 3D F3
4 CB DE AE 91 11 F5 oD 52 D5 1D E8 30 Cc4 AD 07 8F
5 B7 7D a7 6B 5F AA 17 21 8D 5C 81 9A 59 84 02 54
6 96 36 26 16 DO 71 BB 3C 32 06 6D 53 C2 6A FB A0
7 E4 65 38 DF 25 12 C3 CccC CE 08 7C 05 7A 51 E7 CD
8 97 5A BD 27 5D D8 23 EC 22 98 EB 2B 1A 58 A4 4F
9 AB 43 3A C1l D1 C5 60 80 89 EE 5B FE OE FO 1F F9
A 6F C8 FA 29 8E 18 D6 Cc7 BE B5 55 90 2E 4D 42 2A
B 1B 0B B8 1E 03 A9 35 50 B2 EF 09 66 04 82 A8 E6
C 2D 93 6C 76 4C 95 2C A7 Al EO E2 40 7 7F 78 FC
D 64 94 oc E3 DA 48 A6 15 85 OF D4 28 F7 33 41 73
E Cc9 3B CA D3 70 20 BF 7E 4A F1 24 8A 87 14 99 B9
F 9D E9 10 3F F8 45 0A DC F4 9F A2 6E CF 37 9B FF

C Rotated Coset Leaders and Inverses in Normal Basis.

| Coset leader | Inverse | Coset leader | Inverse | Coset Leader | Inverse |

5E 02 5A 81 6D 6A
71 65 7E E7 7C A
4E 07 7D 51 7F CD
56 17 60 96 A 7C
77 CcC 50 B7 62 26
6E FB 66 BB 47 52
40 CB 6F A0 6C C2
75 12 78 CE 4D AD
70 E4 42 AE 44 11
61 36 55 AA 68 32
52 a7 46 0D

67 3C 51 7D
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